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Android + TEE

Android OS
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Linux Kernel
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Figure 1. Android security architecture on ARM with TrustZone support
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https://static.googleusercontent.com/media/www.google.co.jp/en/US/work/android/files/andsmidwork-security-white-paper.pdf




Security model

A Kernetbased application sandbox
A DAC (UID, Glibased access control) and MAC (SELinux type enforcement)
A Dedicated, perapplication UIDs

ASecure IPC (local sockets, Binder, intents)
ASystem services running with reduced privileges

A Code signing
A Application packages (APKS)
A OS update packages (OTA packages)

AAndroid permissions
A System and custom (application defined)

A Required to access:

A System resources/hardware
A Personal information (contacts, email address, location, etc.)
A Exported application components



Binder IPC

ProcessA . ProcessB |

Binder client Binder server |
Binder : IBinder

nder | L PG > || rTzaneser

case CMDZ:

. transact ()




Package installation

com.example.app .apk /

AndroidManifest.xml
classes.dex
resources.arsc

lib/

armeabi - v7a/
libapp.so
META INF/
CERT.RSA
CERT.SF
MANIFEST.MF
res/
| -- drawable /
| -- layout/

xml/

/data/app/

| -- lib/arm/

com.example.app /
libapp.so
| -- oat/arm/ base.odex

" --  base.apk

ACode and resources (common)

A Data (per user)
/data/user/0/
| -- files/
| -- databases/
| -- shared_prefs [/

/[data/user/1/
e

com.example.app /

com.example.app /




Package data directories

#ls

drwxr
drwxr
drwxr
drwxr
drwxr
drwxr
drwxr
drwxr
drwxr
drwxr

drwxr

i1z /data/user/O/

-X--x u0_al85
- X-- X bluetooth
- X-- X system
-X-- xu0_a4

- X-- X system

- X-- X radio
-X-- xu0_ab

- X-- xu0_a27
-X-- xu0_all5
- X-- xu0_al190
- X-- xu0_al42

u0_al85
bluetooth
system
u0_a4
system
radio
u0_ab
u0_a27
u0_alis
u0_al90
u0_al4z

u:object_r: app_data_file  :s0:c512,c768 at.mroland.android.apps.nfctaginfo

u:object _r: bluetooth_data_file :s0 com.android.bluetooth

u:object _r: system_app_data_file :sO com.android.keychain
u:object_r:app_data_file:s0:c512,c768 com.android.providers.calendar
u:object_r:system_app_data_file:sO com.android.providers.settings
u:object_r: radio_data_file :s0 com.android.providers.telephony
u:object_r:app_data_file:s0:c512,c768 com.android.providers.userdictionary
u:object_r:app_data_file:s0:c512,c768 com.android.proxyhandler
u:object_r:app_data_file:s0:c512,c768 com.bria.voip

u:object_r:app_data file:s0:c512,c768 com.codebutler.farebot

u:object_r:app_data_file:s0:c512,c768 com.csipsimple




Package management components

Packagelnstaller pm
system app command

Jdevisocketinstald instalid

Installer - daemon
PackageManager Jdev/sochEtivold
MountService o ot O] d;g:gon
MediaContainerSenvice
4 Y

/data partition

packages.xml
packages. list

/system partition -

f,..r-ln- App-private/

app/ +l/‘;~g--— AppDirObserver B

o P Epp-assc/

priv-app/ -7 app-likb/
dalvik-cache/

datas

medis/

users

framevork,/, -]

vendor/app/ -k




Advanced package management

i Q F.4HE 1534

A Updating system apps ¥ Google Play Store
A Isystem/app/C /data/app/

A Encrypted packages A

A Forward locking

A Installing in encrypted container nsiing e bR ST
your device

A Malnly for pald apps (DRM) This app is potentially dangerous. Installing it
may harm your device, incur unwanted usage

A Package VerIfICatIOH charges, or expose your personal information.

Google recommends that you do not install this

A Verification agents app.

App name: "RSRSRRS"

A Default agent in Google Play
A Sends APK details to Google

| understand that this app may be
dangerous.




Code signing

AFor application packages (APKS)
A Self-signed X.509 certificates, treated as binary blobs
A Not using PKI (no certificate chain building)
A Individual signature for each file included in APK
A Signing certificate == package identity
A Package updates require same certificate
A Certificate required to grant signature permissions or shared user ID

AFor updatepackages (OTAs

A Modified ZIP format

A Signature in ZIP comment, over whole file (excluding comment)
AVerified by OS and recovery

System images may also be signed (required as of 6.0)




APK code signing example

A APK signature fileM[ETA INF/CERT.SF )
Signature - Version: 1.0
Created - By: 1.0 (Android SignApk )

SHAL Digest - Manifest:
Hh+AqQEL1RMpxY+SpzJRpv4pcyG4=

Name: classes.dex

SHAL Digest - Manifest:
ikCuogTuKUI4ANoGNITW9QOmxeEk=

Name: res/ anim/slide_left in.xml

SHAZ Digest - Manifest:
VBc3IMcURseVYOwtwkARy4u5n9l=

A APK signature blockMETA INF/CERT.RSA)

$ jarsigner - keystore  platform.keystore -
verify = -verbose -certs Calendar.apk

smk 1168568 classes.dex

X.509 , EMAILADDRESS=android@android.com,
(testkey )

[ certificate is valid from 2/29/08 to
7/17/35]
smk 428 res/ anim/slide_left_in.xml

X.509 , EMAILADDRESS=android@android.com,
(testkey )

[ certificate is valid from 2/29/08 to
7/17/35]

S = signature was verified
m = entry is listed in manifest

k = at least one certificate was found in
keystore



Permissions (1)

APermission: ability to perform particular operation
A Could be regarded as a form of MAC

AEnforced at different levels
A Kernel (e.g.INTERNETpermission)
A Native service level
A Usually mapped to groupREAD_EXTERNAL_STORAGE sdcard_r )
A Framework levelKackageManager andActivityManager )
A Dynamic:checkUidPermissions () , mainly services
A Static: intents, content providers
AAssignment
A Traditionally at install time
AAIso at runtime since Android 6.0



Permissions (2)

A Protection levels
A normal
A dangerous
A signature
A signatureOrSystem ( signature|privileged )
A System permissions
A android package, defined iframework - res.apk
A Custom permissions
A Defined by applications
A Shared user ID
A Apps with same signature can run as same UID
A Each app receives union of permissions declared by shared user ID
Permission groups: related permissions
A CONTACTSSTORAGH.OCATION
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Instalktime permissions

Google Translate

Identity

SMS

o/ Photos/Media/Files

Camera/Microphone

O =aid2214

A All permissions granted at install time
A dangerous permissions require user confirmation
A No runtime checks required
A Once granted, permissions cannot be revoked
A Except for developer permissions
A Fine grained
A Granted for all users on device

A Stored in/data/system/packages.xml



Runtime permissions

O %/ @ 2053 A Need to prompt fordangerous permissions at runtime
A Can be revoked at any time
A Granted/revoked by permission group

A No prompt for other permission from same group

A Coarse grained

E Allow Translate to take A Managed per app, per user

pictures and record
video? A /data/system/users/O/runtime - permissions.xml

DENY  ALLOW A Some permissions cannot lyevoked
A FLAG_PERMISSION_POLICY_FIXED
A FLAG_PERMISSION_SYSTEM_FIXED

A Managedby deviceowner (viaDevicePolicyManager )
A setPermissionGrantPolicy ()
A setPermissionGrantState 0



SELInux

Linux Kernel

Subject 1. action: write Object 5. allow/deny write Object
(process) Manager (file,dir,etc.)

2. query permission

Access Vector Cache
(AVC)

3. query permission

4. search policy.r Security

Security Server Policy




SELinux policy example

type keystore , domain;

type keystore exec , exec type , file type ;

# keystore daemon

init_daemon_domain ( keystore )

typeattribute keystore = mistrustedsubject ;
binder _use (keystore )

binder_service ( keystore )

allow keystore keystore_data_file:dir create_dir_perms ;

allow keystore keystore data file:notdevfile_class_set create_file_perms ;
allow keystore keystore_ exec:file { getattr h

allow keystore tee_ device:chr_file rw_file_perms ;

allow keystore tee:unix_stream_socket connectto ;



SELinux in AndroidSEANdroid

ABmder support (LSM hooks in kernel added)
ANeWmlt commands feclabel ,restorecon h 8
ALabelllng for system properties

A Based on rules iproperty contexts

ALabeIIing application processes
A All forked fromzygote , cannot use domain transition
A Security context derived based on ruless#app_contexts  file

AMiddleware MAC (MMAC)
A seinfo label set based on signing certificate

A Rules defined imac_permissions.xml
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Kernel penguin was so focused on micro-managing the
animals that he was completely unaware that an intruder
placed a mind-control device on his head!

From https://grsecurity.net/~spender/pics/lost_selinux_coloring_book_pagel.gif




Multi-user support

AOriginalIy for tablets only, now for phones also (as of 5.0)
AUsers are isolated by UID/GID
ASeparate settings and app data directories

A system directory’/data/system/users /<user ID>/

A app data directory/data/user /<user ID >/< pkg name>/
AApps have different UllAnd install state foeach user

A app UID uid = userld * 100000 + (appld % 100000)

A shared applications:install state in per-userpackage - restrictions.xmi

AExternal storage isolation



Types of users

A Primary user (owner)

A Full control ovedevice

Set up new user A Secondary users

You have been added to this phone. A ReStrICted prOfI Ie

Important: A Shares apps with primanyser
- The phone’s owner can uninstall A OnIy on tablets

your apps Or remaove your space

completely. A Managed profile

- Any other user can accept updated
app permissions on your behalf.

A Separate apps and data, but shares Ul with primary user

A Managed by Device Policy Client (DPC)
A Guestuser

- As with any computer, you should only
share this phone with people you trust.

@® continue
O i A Temporary, restricted access to device

A Data (session) can be deleted

NEXT >



Cryptography and SSL

AJCA providearchitecture, multiple providers:
A Crypto : From Apache Harmony
A SHA1PRNG®@nNly, for backwards compatibility
A Bc (modified)BouncyCastle
A AndroidOpenSSL : OpenBoringSSlbased. Project namesonscrypt

A Main provider
A native code+JNIvrappers

A GmsCore_OpenSSL: in Play Services, automatically updated
A AndroidKeyStore  : Generatesinextractablekeys managed by systekeystore
A RsA, EC, HMAC and AES (as of 6.0)
ASSLV?), TLS v1-¥1.2 support: ISSE API, providers:

A HarmonyJSSE (deprecated)
A AndroidOpenSSL




Certificates and PKI

M i 9.1 @ 12:34

<  Trusted credentials

AAndroid—specific trust store

SYSTEM USER

ve Bilisim Gijven!igi H.izme.tleri AS. @ A ]

'IS'&L]lglla(;lzth Elektronik Sertifika Hizmet User_lnstalled trust anchors
A-Trust Ges. f. Sicherheitssysteme A Pel’ user/prOﬁIe

im elektr. Datenverkehr GmbH O

A-Trust-nQual-03

A Modified certificate chain building

ACC fi S.A.

i ® A Based on Bouncy Castle code

AC Camerfirma S.A. o A Dynamically updated certificate blacklists
Global Chambersign Root - 2008

AC Camerfia SA CIF AS2743257 @ A Dynamically updated certificate pinninfgr

Chambers of Commerce Root G Oog Ies Ites



Network security

AWPA EAP2 Enterprise (802.111)
A EAP: EAPTLS, EAPTTLS, PEAP, EABIM, EAPAKA since Android 5.0
A Integrates with systenkeystore
A Integrates with Android for Work (device administration APIS)

AvpN
A Legacy VPN: PTPP atidSec
AAIwayson VPN: no network access until VPN is up

A Per-user/profile VPNs
A Dynamic routing/firewall rules

A Per-application VPN since Android 5.0



Credential storage

ASystemmanaged, secure cryptographic key store

A Unexportablekeys

A Remains secure even if main OS is compromised (iflédked)
Almplemented IN thexeystore  System service

A HAL interface Keymaste), hardwarebacked implementations possible

A Typically uses TEE (implemented usifrgstZong on ARM devices
AProvideS framework APIs

A KeyChain AP
A KeyStore

A KeyPairGenerator , KeyGenerator




Online account management

Q30 WA w1249
) NholoyEenkor A System store foaccounts, passwordsnd authentication
» . “@gmail.com
tokens

A AccountManager API

Andlytics would like to:

Full account access

A Pluggable architecture

By continuing, you allow this app and Google to use your
information in accordance with their respective terms of
service and privacy policies

A Designed for passwords, not very flexible
A Token requests confirmed by user
A One of the firstruntime permissions
A Google accounts arspecial
A Master token saved on first authentication
A User carcontrol access in their account page on Web
A Supports 2FA (OTP only for now)

CANCEL



Device administration

A M WO 9 B4 12:59

N

Activate device administrator? A $ A O E A A O A A O O E é U b T

— A Password/PIN policy

Google Apps Device Policy _

— A Device lock/unlock
Touch Activate to set this application as the

Sﬁ:f;:;?s?g:.icy manager or touch Cancel to A Storage encryption
Activatiqg this gdministrator will allow t_he A Camera access
app Device Policy to perform the following
operations: ) )
Erase all data A Much morecontrol ifversion > 5.0

Erase the phone's data without warning by

performing a factory data reset. A Needs to be activated by user

Change the screen lock
Change the screen lock.

A Cannot be directlyninstalled

Set password rules

Control the length and the characters . 0

allowed in screen lock passwords and A NeedS to be d|Sab|ed fIrSt

PINs.

Monit -unlock att t A I

Monitor the number of incorrect passwords May be required to sync account data

typed. when unlocking the screen, and lock

thn nhAana ar arann all tha nhana'e Aata if

A MS Exchange (EAS)
CANCEL ACTIVATE

EEECEEE



Android for Work

A Android > 5.0 supports@7 1 OE &0 O1 AEI1 A
A Follows predefined managed provisioning flow
A-ATACAA AU B00iagid A / x1 ADS AAC
A Requires device encryption

A Separate apps andata
A Can only install pr@approved apps

A But shares Ul with primary user
A Launcher/Notifications/Settings

AG$SAGEAA /| xidevidéadBi® A OODAO
A Installed when device is first initialized
A Cannot be installed
A Extra privileges
A Scoped to device




