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Disclaimer 

References made herein to any specific commercial product, 
process, or service by trade name, trademark, manufacturer, or 
otherwise, does not necessarily constitute or imply its 
endorsement, recommendation, or favoring by ENISA.

The references to material used are in the notes section.
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Agenda

1 About us

2 Incident Handling Process 

3 Case Study – Mobile Ransomware 
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Seat in Heraklion

Operational Office in Athens

About us

ENISA: European Union Agency For Network and Information Security
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Hands on 

Policy 
ImplementationRecommendations

Mobilising
Communities

Positioning ENISA activities
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Computer Security Incident Response 
Team (CSIRT) – (CERT)

“When an incidents occurs, the goal of the CSIRT is to control and 
minimize any damage, preserve evidence, provide quick and 
efficient recovery, prevent similar future events, and gain insight 
into threats against the organization”
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National/governmental CSIRTs
the situation has changed…

We are actively supporting a growing network of national/governmental CSIRTs

CERT Interactive MAP: http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map

ESTABLISHED IN 2005: SITUATION IN 2015:
Armenia

Austria

Belgium

Bulgaria

Croatia

Czech Republic

Denmark

Estonia

Finland

France

Georgia

Germany

Greece

Hungary

Iceland

Ireland

Israel

Italy

Latvia

Lithuania

Luxembourg

Malta

Netherlands

Norway

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

Sweden

Switzerland

Turkey

Ukraine

United Kingdom

EU Institutions

Finland

France
Germany
Hungary
The Netherlands
Norway
Sweden
United Kingdom

http://www.enisa.europa.eu/activities/cert/background/inv/certs-by-country-interactive-map
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https://www.enisa.europa.eu/activities/cert/support

Tier 1: Good Practice Guides for CSIRTs

https://www.enisa.europa.eu/activities/cert
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Tier 2: ENISA Training Resources

https://www.enisa.europa.eu/activities/cert/training/training-resources/resources

Over 30 training materials covering different topics like:

• Setting up a CERT:

- Recruitment of staff

- Developing infrastructure

- Triage and Basic Incident Handling

• Technical & operational:

- Advisories

- Network & system forensics

- Proactive detection of security incidents

- APT 

- Mobile threats 

• Legal & cooperation:

- Assessing CERT communication channels

- Cyber crime traces

- Cooperation with law enforcement

https://www.enisa.europa.eu/activities/cert/training/training-resources/resources
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Tier 3: Training for national / governmental CSIRTs

• ……...

• Triage and Basic incident Handling

• Mobile threats incident handling

• ……..
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Incident Handling Process

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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Incident Handling Process

Good practice is to start with the simple model develop the 
procedure as you gain experience. 

Considerations:

• Available resources

• Number of incidents

• Sensitivity of incidents

• …..

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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Artifact comes in (mail, URL, ticketing system, honeypot, autoscan).

Logging and storing the artifact (downloading , format conversion , automatic 
unpacking if possible, hashing). 

Artifact is submitted for automated analysis (sandbox analysis).

Analysis results are created, stored, updated and correlated. 

Decision to proceed towards next step is taken and artifact is submitted for 
further analysis.

Artifact is checked for obfuscation and deobfuscated if possible and necessary.

Artifact is analysed (reverse engineered) in debugger, or disassembler to identify timers, triggers, 
debugging and sandboxing evasion techniques. Based on findings custom changes may be 
implemented to automated analysis system, and decision to proceed towards next step is taken.

Modifying artifact code to reveal possible hidden functionality 

Updating analysis results and indicators of compromise (as an optional step custom report can 
be created)

If possible initiating information sharing process (can be automated)

Identifying the artifact (hash lookups, signature checks, artifact metadata, community shared 
information sources, IOC checks).

MISP, CRITs 

Artifact analysis process chart
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RTIR

Viper

MISP, CRITs 

Virtualbox, Cuckoo, 
Volatility

MISP, CRITs 

Debuggers: Ollydbg, 
Radare2, Immunity 
DBG , X64DBG, IDA 

Free
Memory Dumpers: 
LordPE, OllyDump

.Net deobfuscators: 
de4dot, ILSpy

Packer Detection: 
Detect It Easy, PeID, 

Exeinfo PE, PEView, PE 
Tools
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Incident Handling Workflow

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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Incident Handling Workflow

Further develop a list of 
guidance or advice notes 
for an incident handlers.

Alternatively, develop a 
more advanced workflow 
with graphical 
representation of decision 
trees. 
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Incident Handling Workflow

Waves of particular types 
of incidents allows you to 
develop an effective 
workflow. 
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Case Study

• Based on real incedent

• Names have been changed for this demo.
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ACME Inc.

ACME Inc. IT Department
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Incident Report

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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Incident Report
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Incident Report

Director’s device is locked with 
Ransomware Message

• Files are Encrypted

• Device is Unusable

• Asking For payment of $10,000 
in Bitcoins
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Registration and Triage

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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Registration

https://msdn.microsoft.com/en-us/library/office/dn592155.aspx

• Ticketing system

• Ticket ID

• Keywords

• Date 

• ….

https://msdn.microsoft.com/en-us/library/office/dn592155.aspx
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Triage

A French medical term - describes a situation in which you 
have limited resources and have to decide on the priorities of 
your actions based on the severity of particular cases. 

Is this incident for us?

Team member Classification/Priority

John Smith Malware(Ransomware)/High



25

Incident Report
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Incident Resolving

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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• Longest phase

• Leads to solution (hopefully )

• It is a cycle

Incident resolution
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• Identify stakeholders with useful data/evidence

• Notify them

• Ask them for the 
data/evidence

Data Analysis & Resolution Research
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Data Analysis

Director remembers receiving 

this email before the incident.

Ask for Mobile Model, OS 

version, etc.
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Incident Report
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Resolution Research

• We will not pay ransom

• We have malware to analyse

• understand the behaviour

• reverse the operations

• restore the device

• Isolate device
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Static-Dynamic-Automated tools

Static (Code) analysis Dynamic (Behavioural) analysis

Hybrid Automated tools
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What Next?

1 Automated hybrid Analysis

2 Dynamic Analysis

3 Static Analysis

4 Eradication & Recovery
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Automated Hybrid Analysis

1 Online tool: SandDroid

Disclaimer: Use with caution, especially in targeted attacks! 

• Andrubis, SandDroid, TraceDroid, Mobile Sandbox ….
• Custom tools 
• ….
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Automated Analysis
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Simplelocker
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WARNING your phone is locked!

The device is locked for viewing and distribution

Simplelocker
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WARNING your phone is locked!

The device is locked for viewing and distribution

Simplelocker
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WARNING your phone is locked!

The device is locked for viewing and distribution

Simplelocker
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WARNING your phone is locked!

The device is locked for viewing and distribution

Simplelocker
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WARNING your phone is locked!

The device is locked for viewing and distribution

Simplelocker
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Simplelocker
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Simplelocker
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Simplelocker
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Simplelocker
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Incident Report



47

Dynamic Analysis

• ANANAS 
• Adb Logcat
• Tcpdump
• Custom tools
• ….

1 Droidbox
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Droidbox

https://github.com/pjlantz/droidbox

https://github.com/pjlantz/droidbox
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Dynamic Analysis - Droidbox

Start emulator with droidbox

• ./startemu.sh <Emulator Name>
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Add dummy pictures to 
the emulator:

Api Demos > Content > 
Storage > External Storage

Dynamic Analysis - Droidbox
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Dynamic Analysis - Droidbox

Install application on emulator with 
droidbox

• ./droidbox.sh <application name>
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Dynamic Analysis - Droidbox

Droidbox pushes, installs and runs 
the application



53

Dynamic Analysis - Droidbox

Droidbox generates logs as the 
application runs.

Here you can perform various 
operations to generate logs

Notice counter is 474
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Dynamic Analysis - Droidbox

Notice counter is 9501 (probably all 
the file read and writes)

Press ctrl + c to show logs and 
generate log file
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Dynamic Analysis - Droidbox
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Dynamic Analysis - Droidbox

Logs show file write of DemoPicture.jpg.enc



57

Dynamic Analysis - Droidbox

Droidbox Generated a .json log file and 2 
images (behaviorgraph and tree)
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Dynamic Analysis - Droidbox
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Dynamic Analysis - Droidbox

Open json log with json viewer (Mozilla extension above)
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Dynamic Analysis - Droidbox

The logs clearly shows read and write 
operations
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Incident Report
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Static Analysis

1 Apktool

2 Dex2Jar – JD-GUI

• Androguard
• Enjarify
• Jeb, JAD,…
• Custom tools

• command-line fu
techniques ;)

• ….
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Manifest
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http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6

AesCrypt

AES/CBC/PKCS7Padding

http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6
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FilesEncryptor

jndlasf074hr
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http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6

Constants

http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6
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http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6

Utils

getIMEI Method

http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6
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http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6

AesCrypt

Decrypt Method

http://securehoney.net/blog/how-to-dissect-android-simplelocker-ransomware.html#.VG8QvJpBvZ6
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Incident Report
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Propose actions to the different parties involved

Stay on top of it, monitor, remind, …

Action Proposed
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Action Proposed 

1. We will try to uninstall the 

ransomware

2. We will then use the 

encryption information 

gathered to recover the 

data!

3. The above will be tested 

on an emulator (or test 

device) first (Try Emulate 

Similar Device- Nexus 5 

Running Android 4.4)
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Install Ransomware
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Uninstall Ransomware
• adb shell
In android shell:
• cd data/data
Find the package name (org.simplelocker)
(alternatively see running processes)



74

Uninstall Ransomware

• adb uninstall org.simplelocker
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Action Proposed

• Uninstallation works!

• For decryption we create an app that 

reverses the action of the 

Ransomware:

• Parses all .enc files

• Decrypts using decryption 

method & key

• We will work on a copy of the files 

just in case the decryption fails

• Again Test on Emulator (or Test 

Device)
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decryption method and 
encryption keys 
discovered earlier

Action Proposed
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The app parses all files 
looking for .enc
extension

Action Proposed



78

Install app on Emulator

Notice encrypted file

Action Proposed
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The app created a copy 
of the file and decrypted 
it

Action Proposed
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DemoPicture is 
decrypted 

Note: simply renaming 
the .enc file or using 
another decryption key 
does not work 


Action Proposed
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Seek approval before 
performing potentially 
dangerous tasks 

Action Performed
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Eradication & Recovery

Ensure that all files are back to normal and there 
are no traces of malware on the device
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Eradication & Recovery



84

Incident Report
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Incident Report
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Closing Incident

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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Finalise report

• Who?
- an attack target (very often a reporter of the incident);

- important parties involved in resolving the incident, who are usually 
ISPs/ICPs, other CSIRTs, and LEAs, Contractors;

• What?
- a short description of the incident (including information about 

your classification of the incident);

- the results of your work – whether the incident was resolved or not;

- your main findings and recommendations.

Closing Incident
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Closing Incident

Incident Duration: 
1 day!
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Improvement Proposals

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-
process/incident-handling-phases

https://www.enisa.europa.eu/activities/cert/support/incident-management/browsable/incident-handling-process/incident-handling-phases
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• Need for a BYOD Policy?

• MDM or similar tools?

• Mobile backup?

• No untrusted apps allowed! 

• We need to train our incident handlers

• Prevent similar event by organizing awareness raising campaigns

• Update to Latest OS, update software ……

• Attack was targeted. We should forward info to law enforcement

• Should we forward info to others? CSIRTs, …. 

• …..

Improvement Proposals
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• Incident Handling Process

• Mobile Threats Incident Handling Workflow

• Update Workflow
• Include tools (incl. recovery tool)

• Automate Automate Automate…. 

• Develop scripts for repetitive tasks
• Purchase commercial tools 
• Reduce SLA

Improvement Proposals

P.S: this is probably a good time to ask for more 
resources, training, etc.
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Ideal Scenario

Automated 
Tool

Behaviour
• Encrypted Files: 

….

• Screen Lock

• ….

• Encryption Key: abc123

• Decryption Method: 

decrypt(key,file){

…

}
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1 year later
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ACME Executive!
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Search Ticketing System
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No Problem!

Incident Duration: 30 minutes!
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Improve process

Increase automation

Improve tools

Requirements

Reduce response & resolution time 



Questions



PO Box 1309, 710 01 Heraklion, Greece

Tel: +30 28 14 40 9710

info@enisa.europa.eu

www.enisa.europa.eu

Thank you 

https://www.facebook.com/ENISAEUAGENCY
https://www.facebook.com/ENISAEUAGENCY
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://twitter.com/enisa_eu
https://twitter.com/enisa_eu
mailto:info@enisa.europa.eu
http://www.enisa.europa.eu/

