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Setup complete

v

15 applications updated

1>

16 updates available

Charging slowly
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<receiliver
android:name=".directboot.MyDirectBootAwareReceiver"
androld:directBootAware="true">
<lntent-filter>
<action
android:name="android.intent.action.ACTION_LOCKED BOOT_COMPLETED" />
</1intent-filter>
</receiver>
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<receiver
android:name=".directboot.MyDirectBootAwareReceiver"
android:directBootAware="true">
<intent-filter>
<action
android:name="android.intent.action.ACTION_LOCKED BOOT_COMPLETED" />
</1intent-filter>
</receiver>
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Accessing device encrypted storage

@Override
public void onReceive(Context context, Intent intent) {

Context directBootContext =
ContextCompat.createDeviceProtectedStorageContext(context);

if (directBootContext !'= null) {
SharedPreferences sharedPreferences =
PreferenceManager.getDefaultSharedPreferences(directBootContext);

String token = sharedPreferences.getString(READ_ONLY_OAUTH_TOKEN, null);

//do read only API lookup
[//--.
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What's new?

(M= ¥ 4 B 1353

Android M introduced broader
range of capabilities.

Credential storage

Storage type

B N+ must be hardware backed
Trusted credentials ‘ (new dEViCES)

Display trusted CA certificates

323::3(:::;:fa)llztoredcredentials 3 | x Time SenSitive (AndrOid M)

Install from storage
Install certificates from storage
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1s the Keystore hardware backed?

e oha s aleincal

KeyChain.isBoundKeyAlgorithm ("RSA") ;

// Recommended alternative
PrivateKey key = ...; // private key from KeyChain

MeniHlaenomilseyislenomyiisiiitenialdmommtioemiinsivanieciilkeniioemitulieo il
Wisals halonliolxhvistinloa STHib .

KeyInfo keyInfo = keyFactory.getKeySpec (key, KeyIntfo.class);

1f (keyInfo.isInsideSecureHardware()) {
Al e ildemitiistitivoiimdiineliishelice clinsiiinandwaimeiicEitsnsiinnid noiel
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Key Attestation

(M= ¥ 4 B 1353

verify key Is stored in hardware-
backed keystore

Credential storage

o
Hardwgare—)tgzcked Q J | N + (N eW har dware)

Trusted credentials
Display trusted CA certificates

Special key i1s baked into the
User credentials o \ | -ﬁrmware

View and modify stored credentials

Install from storage
Install certificates from storage
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Code

[1 keyStore.getCertificateChain(alias)

[1 Send cert chain to your server

1 validate the cert chain (on your server!)
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By @doriancussen

Android Security: The Forgetful Keystore

Updated 13/06/2016

You’ve just moved in to a new house and have been given the master key for the front door. You only have one of these
you know you need to keep it safe. Your really paranoid so you hire an armed guard, whose sole job is to protect this ke
fact, this is all he has been trained to do and has a catchy slogan of “need to protect a key, its what | was born to do!”.
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//github.com/commonsgquy/cwac-netsecurit
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https://github.com/commonsguy/cwac-netsecurity
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<network-security-conftig>
<debug-overrides>
<trust-anchors>
<certificates src="@raw/debug_cert" />
</trust-anchors>
</debug-overrides>
</network-security-config>

@ScottyAB|




‘ Manifest

<application
android:icon="@mipmap/ic_launcher”
android: label="@string/app_name"
androld:networkSecurityConfig=

“@xml/network_security_config_debug_ca"

vScottyAB




Manifest

<application
android:icon="@mipmap/1ic_launcher”
android: label="@string/app_name"
androld:networkSecurityConfig=

“@xml/network_security_config_debug_ca"

ScottyAB
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Trusting user installed certs

<network-security-conftig>
<debug-overrides>
<trust—-anchors>
<certificates src="user'" />
</trust—anchors>
</debug-overrides>
</network-security-config>

Gist: https://go0.gl/KN1QLp @ScottyAB
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SSL Pinning

<network-security-config>
<domain-config>
<domain>scottyab.com</domain>
<pin-set expilration="2018-03-08">
<pin digest="“SHA-256">7HIpactkIAq2Y49..Y=</pin>
<!—— backup pin ——>
<pin digest="“SHA-256">fwza@LRMXouZHR..E=</pin>
</pln-set>
</domain-config>
</network-security-config>




How to get the Pin?

SSL Pin Generator

Is a simple Java base util to generate SSL pins based on a certificate's Subject Public Key Info as described on Adam
Langley's Weblog (a.k.a Public Key pinning). Pins are base-64 SHA-1 [default] hashes, consistent with the format
Chromium uses for static certificates. See Chromium's pinsets for hostnames that are pinned in that browser.

| created this mainly to be compatible with okhttp 2.1+, but later added the option to specific which hashing algorithm
can be used to make this compatible with Android's <network-security-config>

Usage

Warning you should ensure you run this on a trusted network
Download the jar here or clone and compile the class.

Simply pass to hostname with optionally port, and algorithm to the jar. $ java -jar generatePins.jar <your

https:/goo.gl/mupcRk

hostname:port"”> algorithm

Default


https://goo.gl/mupcRk

Thanks to John Kozyrakis @ikoz
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® ¥4 30008 ® ® v 4 00010

E Allow Tapjacking to Some message covering
— access your contacts? the permission message.

[ ] Never ask again E] Never ask again

DENY ALLOW DENY ALLOW

lwo Banas - https://github.com/iwo/marshmallow-tapjacking



https://github.com/iwo/marshmallow-tapjacking

 Scoped directory access

A u 1:49

Storage Access Framework

Envircnment.DIRECTORx;MOVIES

Remember to call
takePersistableUriPermissio

> n()

Grant ScopedDirTest access
to Pictures directory?

DENY ALLOW

@ScottyAB



App data directory

App data directory now user only
700 permissions

- Sharing files is explicitly opt-in

- Use FileProvider (support-lib)

content:// URI instead of file://

1 -Training article “Sharing Files”
@ScottyAB
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1 Problems

M.

Deleting files

1 adding files to meta-inf

.- O DOS app

@ScottyAB



Faster

Rl

More Secure

' You're already using both?

- zipalign before (not after)
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D/MAC:
D/MAC:
D/MAC:
D/MAC:

Gist: https://go0.gl/ZRDe2q
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via WifiManager: 02:00:00:00:00:00

via BluetoothAdapter: 02:00:00:00:00:00
via NetworkInterface: AC:37:43:
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https://gist.github.com/scottyab/63c7c6132b1a9d03863257fe64e1da78
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Merged Manifest

nd p 4:Run #f 5:Debug & Inspection % TODO [l O: Messages
App lost focus, stopping...

S,

e

- : et + AndroidManifest.xml - mib.android.totalhealth - [~/dev/indimob/enquos/mib.android.totalhealth]
- :".;Ma"fg,,‘_ - . ,_': o " v - - Py pry ; - = 1 S L g
o R i, O B D € A XA AR DA BRapv/p B RGE L ETPRRPO L LIC?
7 w"mr [ mib.android.totalhealth [gapp [Jsrc [ main ﬁAndroidManlfest.xml
HEdce . = avicexm| X afragment__dialog_text_entry.xml X afragment_ﬂnished_recording.xml X Bscanned_ble_device_row.xml X Bcontent_select_workout.xml X aAndroidManifest.xml X -«
)
o =X s & Y <manifest Manifest Sources
e PR | android:versionCode="1000000" Sl
android:versionName="1.0.0" e
§ package="com. enquos. totalhealth.scott.ide" app main manifest (this file)
‘é xmlns:android="http://schemas.android.com/apk/res/android" > play-services-base:9.6.1 manifest
g - l ' b £:9.6.1 ifest
android:minSdkVersion="21" play-services-basement:9.6.1 manifes
android:targetSdkVersion="24" /> play-services-maps:9.6.1 manifest
<uses-permission rxandroidble:1.0.1 manifest
android:name="android.permission.ACCESS_FINE_LOCATION" /> . _
<uses-permission leakcanary-android:1.4 manifest
android:name="android.permission.BLUETOOTH" />
<uses-permission Other Manifest Files
android:name="android.permission.BLUETOOTH_ADMIN" /> (!ncluded n ’“e"—?e’ b'ft did not contrl_bute — elements) 3
library-recyclerviewclicksupport manifest, constraint-layout:1.0.0-alpha9 manifest,
<uses-pel.'lission ' S5 animated-vector-drawable:24.2.1 manifest, appcompat-v7:24.2.1 manifest,
android:name="android.permission. INTERNET" /> cardview-v7:23.3.0 manifest, design:24.2.1 manifest, multidex:1.0.1 manifest,
<uses~feature recyclerview-v7:24.2.1 manifest, support-compat:24.2.1 manifest,
android:name="android.hardware.sensor. Stepcounter“ ; support-core-ui:24.2.1 manifest, support-core-utils:24.2.1 manifest,
android: required="alse" /> support—fraqment:24.2._1 manifest, support—medla-compat:24.2.l_manlfest,
e support-v4:24.2.1 manifest, support-vector-drawable:24.2.1 manifest,
%’ s mon _ e : . S proguard-rules:1.1.6.0 manifest, answers:1.3.8 manifest, beta:1.2.1 manifest,
S android:name="android.hardware.sensor.barometer crashlytics-core:2.3.10 manifest, crashlytics:2.6.1 manifest, relinker:1.2.1 manifest,
= android:required="false" /> Permissive:1.0.0 manifest, Calligraphy:v2.1.1 LABEL FOR manifest,
~l <uses-permission play-services-location:9.6.1 manifest, play-services-tasks:9.6.1 manifest,
Y android:name="android.permission.ACCESS_NETWORK_STATE" /> andr_ond—maps—utlls:0.4 manifest, tlmber:4.1.2 m_amfest, butterknlfe:S.l.O r:namfest,
e fabric:1.3.12 manifest, fab-speed-dial:1.0.4 manifest, rxandroid:1.2.1 manifest,
P , 2 £ realm-android-library:1.2.0 manifest, android.joda:2.9.3.1 manifest,
S android:glEsVersion="0x00020000 android-reactive-location:0.9 manifest
'.; android: required="true" /> ; |
) <uses-permission Merging Log : P A
2 android:name="android.permission.READ_EXTERNAL_STORAGE" /> Added from the play-services-maps:9.6.1 manifest, line 18 ' e W
» <uses-permission w
android:name="android.permission.WRITE_EXTERNAL_STORAGE" /> é’-
w
] <android:uses-permission 3
andronid: name="andrnid.nearmiccinn_.RFAN FXTFRNAI STNRAGF" /> %-
Q.
e

Git: feature/TH-214-rem...ayouts <no context> (-~

D 9: Version Control  [*_] Terminal  § 6: Android Monitor W59 Event Log B Gradle Console @ S c O ttyA B
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https://aithub.com/scottvab/safetvnethelper

README.md

SafetyNet attest() Helper

SafetyNet Helper wraps the Google Play Services SafetyNet.API| and verifies Safety Net API response with the
Android Device Verification APl. The SafetyNet.API| analyses the device your app is running on to test its
software/hardware configuration matches that of a device that has passed the Android Compatibility Test Suite
(CTS). Note this is a client only validation, it's recommended to include server side validation.

Rooted devices seem to cause ctsProfileMatch=false .

Recommend reading the developers guide to getting started with SafetyNet



https://github.com/scottyab/safetynethelper

play.gpogle.coh/store/apps/detaiIs?id=com.scottyab.safetynet.sample

SafetyNet Helper Sample

Scott Alexander-Bown Tools * Rk kK 402 &

£l PEGI3

© This app is compatible with some of your devices.

2 v4 0%

19.012%:

SafetyNet attest Helper < O

N

om0 AGL®

SafetyNet attest < @ s

AGL®S
SafetyNet attest < @ s

194 0137

This is a sample 2pp for the SafetyNet attest
Helper hbrary. Running the test will use the
Googe Flay Services SafetyNet attest AP

1o verify this device and ROM is has passed
the Compatibdity Test Suite (CTS). It also
venfies the SafetyNet AP is genune by calling

anather Gocgle verification AP >



http://play.google.com/store/apps/details?id=com.scottyab.safetynet.sample

Security error

Google

The site ahead contains harmful programs

Attackers on EEEEESE——————mmw might attempt to trick you into installing

programs that harm your browsing experience (for example, by changing your homepage
or showing extra ads on sites you visit).

@mmmmawmmmww

@ScottyAB



. reCAPTCHA -
Apps (PHA)

y

1 reCAPTCHA Integration
@ScottyAB

Verifying that you're not a robot



"1 SafetyNet
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Slides/Links
ttps://q00.al/sL5z7U
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Thanks for list

Shout outs:
(@commonsguy
@ikoz
+AdrianLudwig

tening

@doriancussen
@niallscott
@trionkidnapper
@subsymbolics
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https://www.blackhat.com/ldn-15/summit.html#what-can-you-do-to-an-apk-without-its-private-key-except-repacking
https://doridori.github.io/android-security-the-forgetful-keystore/#sthash.hFHQpV3A.5WcUVfYk.dpbs
http://android-developers.blogspot.co.uk/2016/09/security-enhancements-in-nougat.html
https://developer.android.com/about/versions/nougat/android-7.0.html#apk_signature_v2
https://blog.stylingandroid.com/nougat-direct-boot/
https://github.com/scottyab/safetynethelper
https://gist.github.com/scottyab/77bac6600986eb6a619e07a3d0abae3f
https://www.youtube.com/watch?v=XZzLjllizYs

oper android.com/training/articles/scoped-
ccess html#accessing

p

veloper android.com/training/articles/user-data-
html#tenets_of_working_with_android_permission

\

I)'
’

_s //developer android.com/training/articles/direct-boot.html
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https://developer.android.com/training/articles/security-key-attestation.html
https://developer.android.com/training/articles/scoped-directory-access.html#accessing
https://developer.android.com/training/articles/user-data-permissions.html#tenets_of_working_with_android_permissions
https://developer.android.com/training/articles/direct-boot.html
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Easy for users

‘Updates don't require approval i
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necessary for your app to work
Be transparent
Make system accesses explicit

Context, Context, Context!

Only use the perm|5510ns*~w~

App permissions

Facebook

Calendar

-

= [F s

Camera

P

TNl Comtacts

Location

Microphone

Phone

SMS

Sto'a;*?
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