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Key question @'shord

Mobile application goes to a hacker
How do I know if this will be tough for him




Mobile application tools

focus on finding vulnerabilities,
virus, malware
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we want to know if the
armour is strong
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Solving a critical problem @'shord

Security protections are per
nature “transparent”

No other choice than hiring a
security analyst to manually
inspect

How confident the protections
have been effectively enabled?

Protected
mobile app

Are protections enabled at
the right level?



Manual inspection &) shard
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‘;;“S":J’E('ZE(’:G":“'"—'S'E"" © com.google.gson.JsonDeserializer % | @ atunivie.sensorium.SensorViewArrayAdapter % | © com,goole.gson.sonseriali
¢ 8 android.support.vd package at.univie.sensoriun;
o accessibilityservice L
- g op & import android.content.Context;
o 8 content import android.content.SharedPreferences;
o 8 databa: import android.preference.PreferenceManager;
- n:ta e import android.text.Htul;
import android.util.Log;
e e ConnectivityManagerCompat import android.widget. TextView;
o @ Connec import android.widget.TextView.BufferType;
o @ ConnectivityManagerCompatHoneycombMR2 inport at.univie.sensoriun. extinterfaces. XHLRPCSensorServerThread;
o @ ConnectivityManagerCompatlellyBean import at.univie.sensoriuw.logging.JSONLogger; (4
o @ TratficStatsCompat import at.univie.sensoriun.preferences.Preferences;
o @ TrafficStatsCompatics import at.univie.sensoriun.privacy.Privacy;
o 05 import at.univie.sensoriut.sensors.AbstractSensor; [ ]
o & util import at.univie.sensorius.sensors.SensorValue;
o @ view import java.io.PrintWriter; ’
o widget import java.io.StringWriter;
¢ B atunivie.sensorium amport java.io.Mriter;
o @ extinterfaces import java.lang.reflect.Field;
- E logging import java.util.LinkedList;
¢ 8 preferences import java.util.List;
> @ CampaionTrackingBroadcastReceiver inport arg.xnlrpc.android. TKHLRRCSerializer;
o © HTTPSUploaderDialogPreference public class SensorRegistry (
o © Preferences private static final int MAXDEBUGLINES = 20; [ ]
o O sensorPreference public static final String TAG = "Sensoriun™;
o @ sensorPreferenceActivity private static SensorRegistry instance = null;
o @ privacy private int bufferedLines = 9; , ’
o {8 sensors priv: ontext context;
o © Buildconfig private StringBuffer debugBuffer = new StringBuffer();
-@®R private JsoNLogger jsonlogger;
o @ sensorBootCompletedReceiver private Preferences preferences; [ ]
IS 8 SensorDebugActivity privi : Tss:::bst:ac:se:so» sensors = new LinkedList(); -—
- sorReqistry private TextView textoutput; pr—
-0® Sensovsem(e Thread x; ’ ’ [
08 SensorviewArrayAdapter EHE L Es LT g
o O sensorViewitem
59 R
o ® sensoriumActivity grotccud SensorRegistry() (
o © sensoriumapplication
o 8 com.google.gson 6 public static SensorRegistry getInstance() (
¢ i org 67 if (instance == null) ( ’ ’ ’
o @ apache 68 instance = new SensorRegistry();
¢ & xmirpc.android by
o @ Bases4Coder 70 return instance;
o @ IXMLRPCSerializer ¥
o @ Methodcall X
@ Tag 73 public void startup(Context context) {
o @ XMLRPCClient 74 this.context = context; ’
= @ XMLRPCCommon 75 Sharedpreferences prefs = PreferenceManager. getDefaultSharedPreferences(context);
XMLRPCException for é:;s:raclsensor sensor : this.sensors) {
:gmng?u"r " 78 boolean savedstate = pref. getonlean(aensor. getClass(). gethase(), true);
c@ e"‘l'“ ° 79 Log.d(TAG, sensor.getClass().getName() + ": ;
b HMLEPCSenalizer 30 if (savedstate) {
HKMLRPCServer 81 sensor.enable();
o (£ Resources 3
3 catch (Exception e) {
83 sensor.disable();
84 Log.d(TAG, e.toString());
85 StringWriter sw = new Stringhriter();




Manual inspection
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package at.univie.sensorium;

import android.content.Context;

import android.content.SharedPreferences;

import android.preference.PreferenceManager;

import android.text.Htul;

import android.util.Log;

import android.widget.TextView;

import android.widget.TextView.BufferType;

import at.univie.sensoriu eltinter(aces.XHLRPCS:n;orServerThrud
import at.univie.sensorius.logging.JSONLogger;

import at.univie.sensoriun.preferences.Preferences;

import at.univie.sensoriui.privacy.Privacy;

mport at.univie.sensoriun.sensors.AbstractSensor;

import at.univie.sensorius.sensors.SensorValue;
import java.io.PrintWriter;

import java.io.StringWriter;

import java.io.Writer;

import java.lang.reflect.Field;

import java.util.LinkedList;

import java.util.List;

amport org.xmlrpc.an:

ow to know what to look for
first?

ctive M o

Androguard, Smalisca, etc.} =
TEXTUAL, VERBOSE, SLOW,
TEDIOUS, BORING

class SensorRs

private
private

private
private
private Preferences preferences;

private List<AbstractSensor> sensors = new LinkedList();
private Textview textoutput;
Thread x;

XHLRPC: Thread xalrp

protected sensorRegistry() (
¥

public static Sensor‘Regutry getInstance() (
if (instance == null) (
instance = new SensorRegistry();

by
return instance;

public void startup(Context context) {

this.context = context;

SharedPreferences prefs = PreferenceManager.getDefaultSharedPreferences(context);

for (abstractSensor sensor : this.sensors) {

try ¢
boolean savedstate = prefs. geteonlean(sensor gettlass() letNaIe(), true);
Log.d(TAG, sensor.getClass() =
if (savedstate) {
sensor.enable();

3
3 catch (Exception e) {
sensor.disable();
Log.d(TAG, e.toString());
StringWriter sw = new Stringhriter();




How many of you would like a tool... @'shord

Comprehensive Easy to use

Visual No black & white

Customisable




Demo esChecker

Download your APK
files

The binary is
disassembled and
decompiled. Each
piece of code is
analysed against a set
of heuristics




Demo esChecker

s (¢l © localhost

e As outcome of the

. i . . @' esChecker
analysis, a tile view is :

given.

e User has the = ‘ |
opportunity to choose
the APK

Applications list

e User can browse into
the file mapping view

e User can browse
within the file tree

Strings tab
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confidential eshard



Demo esChecker

Each tile represents a
piece of code

An infobox displays
information related to
the file and shows how
much obfuscation was
found into it

Different levels of
colour helps to quickly
see how much
obfuscation was found

©' esChecker

confidential eshard



Demo esChecker

e User can jump from
the graphical view to
the editor view or the
other way around

e Corresponding
obfuscation can be
spotted... here, non
ASCII characters and
renaming

©' esChecker

confidential eshard



Demo esChecker @'shord

. [ esChecker x 2
® The view can be ¢ c o EEioc ceomc
restricted to a given M
package by Simply : | Societe Generale-Bank-Old-Version P
selecting the folder on ; o +=
the right. :
e User can just move up e
and down within the .
folder structures. %
TR - O °

confidential eshard



Demo esChecker

e A search engine is
available to collect all
files with key words .

@' esChecker

® Helps to spot easily
specific functions and
locate them into the
tile map.

I = Societe Generale-Bank-Latest

Content map

Filter by type
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Demo esChecker

Strings are very useful
to find his way into a
binary

A specific section of
the tool is dedicated to
strings

@' esChecker

Browse strings

confidential eshard



A first example

any smali dex elf resource other

Content map
iiter by type:

Weak obfuscation

Strings are not

obfuscated and remain
way too much
informative

classes/methods/fields

understand despite
renaming

Control flow remains
very easy to

GMS (in middle) looks
more obfuscated than
the rest of the app



A second one... @'shard

® Medium obfuscation
Content map

Filter by type: any smali dex elf resource other
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® Some strings are ““ """ TR =' =. EcmEmE'E 5 T i B e I= " R e R HHHH

obfuscated/encoded . . S Ceemaal B i '.'.. :..=-..

e Control flows have
been slightly
obfuscated



Delta version

Applivl -




Conclusion

PR
@ sChecker

provides an easy
access to mobile app
protections

@'shord

Security Analysts

Save your time
Go straight to the point
Reach comprehensiveness

Everyone in the area

No need to be an expert to get a first insight
Manage the versioning and avoid regression
Use it as a benchmark
Reproducible process
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WanNt to know more?
www.eshard.com

@eshardNews
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