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• Software developer for ~15 years

• Android developer since 2009

• Mobile team lead at PGS Software, 
a nearshore Polish software house

• Recently worked for over 1.5 years on a mobile
banking app for Android

$whoami



The tests were conducted only on my 
own bank accounts, opened 
specifically for the purpose of R&D 

White Hat – only original binaries, 
outgoing network traffic unchanged

All vulnerabilities and issues found 
were reported to the banks

Test period: July-October 2016

Important! This is not a ranking!

• PKO Bank Polski

• Pekao  SA

• Bank Zachodni WBK

• mBank

• ING Bank Śląski

• Getin Noble Bank

• Bank Millennium

• Raiffeisen Polbank

• Citi Handlowy

18 banks, 19 Android mobile apps

• BGŻ BNP Paribas

• BPH

• Alior Bank

• IdeaBank

• Eurobank

• Credit Agricole

• T-Mobile usługi

• Orange Finanse

• Bank SMART



Agenda

1. Critical Security Issues

2. Non-critical Security Issues

3. A Few Words About Contacting Banks

4. A Few Words About Where Our Data Goes



Critical Security Issues



BZ WBK – personal data leak









Logcat

• Android system logs

• Every app can write to logs

• Up to Android 4.0, app with proper permission could read all logs

• BZ WBK app worked on 4.0

Link valid for a long time (30+ minutes), independent from app logout, 
insensible to User-Agent and source IP changes

BZ WBK – personal data leak





ING – session takeover





• Single Sign-On link in app

• Self-XSS warning printed in 
JavaScript console

• Android = logcat instead of JS 
console, output contains source URL

• (kaboom)

• SSO insensible to User-Agent change

ING – session takeover



ING – SSO link takeover



Series of bad practices:

• network communication 
with no key/cert pinning

• masked password characters 
sent directly, not hashed

• whole network exchange 
printed to logcat

Pekao – masked password leak



Backend sent to app:

• name, last name

• personal ID number (PESEL)

• address, phone number

• mother’s maiden name

• ID card number and validity 
date

• internal bank data

IdeaBank – full personal data sent to mobile



IdeaBank – full personal data sent to mobile



Android app is in fact a ZIP file 
with a well-defined directory 
structure.

There is a directory for raw 
resources, with an unexpected 
file
/res/raw/users.csv

IdeaBank – test logins and passwords



Debug Code Found in Apps



BZ WBK – debug screens



Credit Agricole – server address change





Eurobank –LeakCanary lib

"LeakCanary should only be 
used in debug builds, and 
should be disabled in release 
builds. We provide a special 
empty dependency for your 
release builds: 
leakcanary-android-no-op.

The full version of LeakCanary is 
bigger and should never ship in 
your release builds."



Surprises Inside APK Files



Bank Smart – debug switches 
manual along with sample 
accounts (Hans Kloss, Putin, 
James Blond)

BPH – unused KML files, part of 
helper maps library

Credit Agricole – Jenkins logs 
(continuous integration tool)

ING – invalid Facebook library 
artefacts

Surprises inside APK files

##Whether the test Pin should be used or not
shouldUseTestPin=false

##Test Pin that should be used during all pin operations
testPin=14521452

##Whether the requests for login should be skipped and session should be faked
skipLoginFakeSessionAndHideLoader=false

##Whether the forms should be filled with mock data
fillInFormsWithMockData=false

##Whether the loading of dictionaries should be skipped. This flag will only 
##If this is not the case this flag will default to false
skipDownloadingDictionaries=false



Surprises inside APK files

Citi – Chinese 
money order 
template



Problems With Code and Architecture



Implicit intents with startService are not safe: Intent { 
act=com.comarch.mobile.banking.fortis.intent.action.ACTION_CONNECT
android.content.ContextWrapper.bindService:604 
com.comarch.mobile.banking.fortis.datamanager.FortisDataManager.onBind:129 
android.app.ActivityThread.handleBindService:3031

Implicit intents with startService are not safe: Intent { 
act=com.comarch.mobile.CREATE_FACTORY } 
android.content.ContextWrapper.bindService:604 
com.comarch.mobile.android.cib.application.BaseApplication.m:198 
com.comarch.mobile.android.cib.application.BaseApplication.onCreate:55

Incompetent platform usage

Diss – A form of disrespecting someone, their homies, or their mama. 
"Don't diss on me, cause you aint me."

- www.urbandictionary.com



Implicit intents with startService are not safe: Intent { 
act=com.comarch.mobile.banking.fortis.intent.action.ACTION_CONNECT
android.content.ContextWrapper.bindService:604 
com.comarch.mobile.banking.fortis.datamanager.FortisDataManager.onBind:129 
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Implicit intents with startService are not safe: Intent { 
act=com.comarch.mobile.CREATE_FACTORY } 
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Incompetent platform usage
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Nieumiejętne użycie platformy



Screenshots issue



System.err: 
java.io.FileNotFoundException: 
/data/user/0/pl.bph/app_cards/../
../../../../../etc/passwd?1475433
122747.png: open failed: ENOENT 
(No such file or directory)

also: Card.io library was 18 months old

BPH: directory traversal



protected void onCreate(Bundle var1) {

super.onCreate(var1);

this.r();

this.l().N().a((Application)this.getApplicationContext());

dze var2 = (dze)this.getIntent().
getSerializableExtra("key_IKO_NOTIFICATION");

PKO BP – arbitrary object deserialisation



<string name="mlk7XTaLbS">
56101010230000261395100001</string>

<string name="forgottenPinLink">
https://www.bankmillennium.pl/osobiste
/LoginSignIn</string>

Millennium – XML parametrisation files



mBank – SQLite parametrisation





Network Communication



HTTPS everywhere

Certificates were always verified

Sadly, user trusted certificates were, well, trusted

Eavesdropping possible, 
often also network 
traffic modification:

Transactional Service Communication





Resources downloaded with HTTP



Resources downloaded with HTTP





http://mobile.bph.pl/repo/mobile_bph/
app_root/data/bankomaty.csv

Resources downloaded with HTTP



Websites, Domains, Package Names



$ curl -sS --verbose https://www.pkobp.pl/ > /dev/null

* Hostname was NOT found in DNS cache

*   Trying 193.109.225.100...

* Connected to www.pkobp.pl (193.109.225.100) port 443 (#0)

[...TLS/SSL...]

> GET / HTTP/1.1

> User-Agent: curl/7.35.0

> Host: www.pkobp.pl

> Accept: */*

>

< HTTP/1.1 302 FOUND

< Date: Mon, 11 Jul 2016 23:40:00 GMT

< Content-Type: text/html; charset=utf-8

< Transfer-Encoding: chunked

< Connection: close

< Vary: Cookie, Accept-Encoding

< Cache-Control: max-age=300, must-revalidate

< X-Frame-Options: SAMEORIGIN

< Location: http://www.pkobp.pl/



$ curl -sS --verbose https://www.pekao.com.pl/ > /dev/null

* Hostname was NOT found in DNS cache

*   Trying 193.111.166.166...

* Connected to www.pekao.com.pl (193.111.166.166) port 443 (#0)

[...TLS/SSL...]

> GET / HTTP/1.1

> User-Agent: curl/7.35.0

> Host: www.pekao.com.pl

> Accept: */*

>

< HTTP/1.1 302 Moved Temporarily

< Date: Mon, 11 Jul 2016 22:46:23 GMT

< Content-Type: text/html

< Content-Length: 154

< Connection: keep-alive

< Location: http://www.pekao.com.pl/

< X-Frame-Options: SAMEORIGIN

< X-XSS-Protection: 1; mode=block



$ date --utc

Thu Feb 9 10:54:11 UTC 2017

$ curl -sS --verbose https://raiffeisenpolbank.com/ > /dev/null

* Hostname was NOT found in DNS cache

*   Trying 195.85.249.80...

* connect to 195.85.249.80 port 443 failed: Connection timed out

* Failed to connect to raiffeisenpolbank.com port 443: Connection timed out

* Closing connection 0









mbank.pl – pl.mbank

eurobank.pl – pl.eurobank

bzwbk.pl – pl.bzwbk.bzwbk24

pkobp.pl – pl.pkobp.iko

pekao.com.pl – eu.eleader.mobilebanking.pekao

bgzbnpparibas.pl – com.comarch.mobile.banking.bnpparibas

Package Name



com.konylabs.cbplpat – ???

alior.bankingapp.android – ???

Package Name



com.konylabs.cbplpat – Citi Handlowy

alior.bankingapp.android – T-Mobile Usługi Bankowe

Package Name



Contacting Banks



• Intention of informing security department only

• But how to reach it?

• Via phone and customer service centre – nope

• Webpages – no contact info

• Due to a lack of other options – e-mail and contact forms

How to report a security issue to a bank?



I would like to get in touch with your bank’s security department. As I was 
unable to find the right information on your website, I would like to ask: 

• Do you have a public contact procedure regarding vulnerabilities of your 
website and mobile application to external attacks? 

• Do you have a declared response time in which your specialists respond to 
such contact attempts? 

• Do you have a public PGP/GPG key which can be used to confidentially 
exchange information with the security department? 

• Do you run a “bug bounty” programme which offers rewards to individuals 
who report vulnerabilities responsibly? 

Questions submitted to the banks



Questions were sent to the banks on Thursday, 30th July, after 15:00

Millenium, Alior Bank (the same day)

ING, mBank, Orange Finanse, BZ WBK (Friday or Monday)

BPH (a week later)

Response Time



• Suggestion of sending password protected ZIP file by e-mail and 
password by mobile phone text message

• No answer or empty reply promises

• LinkedIn to the rescue...

• ... as well as PR representatives

Distinct difference between improvisation and procedures.

What about the rest?



•Hall of Fame
•Swag
•$$$

Bug Bounty



Bug Bounty



Bug Bounty



Crashlytics, Facebook, and Others



• Remote crash reporting and report aggregation service

• Very convenient for developers

But

• Owned by Twitter, Inc. Google, Inc.

• All servers located in USA

Crashlytics (Fabric.io)



Obsolete „ING dla przedsiębiorców” app (recently discontinued) 
reported every app start to Facebook.

Not a word in Terms and Conditions, no opt-out, no nothing.

Other apps use, among others, Gemius analytic tools (mBank, Orange 
Finanse), Adobe Marketing Cloud (ING, Citi) and other less known 
reporting solutions.

Facebook and Others



… but not by a software developer…

It’s a topic to investigate



https://www.pgs-soft.com/wp-content/uploads
/2017/03/PGS_bank_security_2016.pdf

https://www.pgs-soft.com/wp-content/uploads/2017/03/PGS_bank_security_2016.pdf


• The "bank grade security" of tested applications wasn’t very 
impressive

• Most of the identified flaws could have been prevented with a little 
more QA effort (logcat observation, APK content check)

• It’s still way too hard to report security vulnerabilities to the average 
bank

• The conflict between financial data privacy and a developer’s 
convenience is yet to be addressed

Summary



Tomasz Zieliński

tzielinski@pgs-soft.com


