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Å Software developer for ~15 years

Å Android developer since 2009

Å Mobile team lead at PGS Software, 
a nearshore Polish software house

Å Recentlyworked for over 1.5 years on a mobile
banking app for Android

$whoami



The tests were conducted only on my 
own bank accounts, opened 
specifically for the purpose of R&D 

White Hat ςonly original binaries, 
outgoing network traffic unchanged

All vulnerabilities and issuesfound 
were reported to the banks

Test period: July-October 2016

Important! This is not a ranking!

ÅPKO Bank Polski

ÅPekao  SA

ÅBank Zachodni WBK

ÅmBank

ÅLbD .ŀƴƪ |ƭŊǎƪƛ

ÅGetin Noble Bank

ÅBank Millennium

ÅRaiffeisen Polbank

ÅCitiHandlowy

18 banks, 19 Android mobile apps

Å.DÀ .bt Paribas

ÅBPH

ÅAlior Bank

Å IdeaBank

ÅEurobank

ÅCreditAgricole

ÅT-aƻōƛƭŜ ǳǎƱǳƎƛ

ÅOrange Finanse

ÅBank SMART



Agenda

1. Critical Security Issues

2. Non-critical Security Issues

3. A Few Words About Contacting Banks

4. A Few Words About Where Our Data Goes



Critical Security Issues



BZ WBK ςpersonal data leak









Logcat

Å Android system logs

Å Every app can write to logs

Å Up to Android 4.0, app with properpermissioncould read all logs

Å BZ WBK app worked on 4.0

Link valid for a long time (30+ minutes), independent from app logout, 
insensible to User-Agent and source IP changes

BZ WBK ςpersonal data leak





ING ςsession takeover





Å Single Sign-On link in app

Å Self-XSS warning printed in 
JavaScript console

Å Android = logcat instead of JS 
console, output contains source URL

Å (kaboom)

Å SSO insensible to User-Agent change

ING ςsession takeover



ING ςSSO link takeover



Series of bad practices:

Å network communication 
with no key/cert pinning

Å masked password characters 
sent directly, not hashed

Å whole network exchange 
printed to logcat

Pekao ςmasked password leak



Backend sent to app:

Å name, last name

Å personal ID number (PESEL)

Å address, phone number

ÅƳƻǘƘŜǊΩǎ ƳŀƛŘŜƴ ƴŀƳŜ

Å ID card number and validity 
date

Å internal bank data

IdeaBankςfull personal data sent to mobile


