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Abstract

Mobile devices store sensitive and private data which has to be secured. To protect this
data most of these devices implement authentication mechanisms like PIN, password,
or unlock pattern. However, these approaches can be problematic in terms of usabil-
ity and security. Users do not want to remember multiple and difficult authentication
secrets, hence they tend to use easy and short secrets which are vulnerable to be cap-
tured and replayed by attackers. In recent years biometrics have become important for
authentication on modern mobile devices. Thereby, different biometrics do not have to
be remembered by users and are differently hard to observe by attackers. For example,
veins used in vein pattern authentication remain hidden when not using specialized
hardware. In this work we present a low cost mobile wrist vein authentication system
based on Scale-Invariant Feature Transform (SIFT). We implement a low cost vein cap-
turing sensor using near-infrared (NIR) illumination and a filter modified camera. For
authentication we present an image preprocessing methodology and an image matching
algorithm based on SIFT features. In parallel, using the proposed sensor we build up
a self-recorded wrist vein database which contains 120 wrist vein images. Furthermore,
we develop six different authentication decision models using 1 or 4 samples for enroll-
ment and authentication. Then, we evaluate their performance using the self-recorded
database and compare them with other existing vein authentication works. Concluding,
our results indicate that the presented system using the proposed capturing sensor and
SIFT features algorithm using 4 samples for enrollment is a viable approach for mobile
wrist vein authentication.

vii



Chapter 1

Introduction

1.1 Motivation

Nowadays modern mobile devices have access to, store, and process a lot of private
information, including messaging (short message service (SMS), email), contacts, access
to private networks (virtual privat network(VPN), WiFi), photos, or even mobile bank-
ing (eBanking, ePayment . Thus, many devices provide local device access protection
mechanisms, such as PIN, password, patterns. With those mechanisms the authenti-
cation secret could be easily forgotten and also observed by attackers using shoulder
surfing and used in replay attacks. However, there are stronger mechanisms, like some
biometrics, which are more difficult to observe by attackers, as they largely remain
hidden without using special sensors. For example, observing biometric information is
harder for vein than for face authentication as veins remain mostly hidden for human
eye, whereas the face is easily captured with a normal camera. The idea behind this is
that by combining multiple such biometrics, also including weak biometrics like gait,
or voice , strong and reliable mobile authentication can be achieved . Thus, we
can protect our private information with stronger and more difficult to spoof security
mechanisms.

One biometric authentication less explored with mobile devices is vein authentica-
tion, which has gained popularity outside the mobile environment for being contactless.
Furthermore, as skin largely absorbs the visible spectrum of light, veins mostly remain
hidden in normal conditions, which prevents vein from being reliably observed in this
spectrum. Light in the NIR or far-infrared (FIR) spectrum has maximum depth of pene-
tration of skin tissue with only hemoglobin absorbing it. This makes vein authentication
harder to be spoofed by attackers as the secret can not be obtained without a special
camera.

Hence, to obtain the secret veins are illuminated with NIR/IR light and captured
using cameras with optical NIR/IR bandpass filters . Most vein authentication
approaches use finger, hand dorsal, palm, or wrist vein patterns , with vein
capturing devices designed for medical and security fields of research . Usually, this
special sensors are very expensive and make vein biometric systems more costly than

!'Electronic banking system that facilitates users of a financial institution in making financial oper-
ations, such as payments, through the Internet.



1. Introduction 2

less secure, but more common systems like fingerprint authentication.

At the end, for mobile users wrist veins have the advantage of being relatively easy
to access — which could be used e.g. with smart-watches, or smart-wristbands thereby
not requiring any additional effort or changes in user behavior.

1.2 Goal

The goal of this thesis is to investigate wrist authentication using SIFT features and its
application to the mobile environment. Our main contributions are:

e Development of a low cost wrist vein capturing device.
e Using and evaluating SIFT features for vein authentication.
e Evaluation of our approach using a self recorded wrist vein database.

1.3 OQutline

This work is organized as follows: chapter [2| explains the existing authentication solu-
tions for mobile devices. In chapter 3] we present the existing methods and technologies
used in vein authentication systems. Thus, we summarize the principal vein capturing,
vein preprocessing, and vein pattern matching techniques. Following, in chapter |4, we
present vein authentication research projects and commercial products, hence we give
an overview of the most common technologies and approaches used for vein authentica-
tion. Further, in chapter [5] we present our wrist vein authentication approach. With the
methods and technologies learned from previous chapters, we present the main parts of
the proposed vein authentication system, giving an overview and the explanation of the
methods and technologies used in each block. In chapter [6] we evaluate our approach.
Therefore, we explain in detail all parameters and methodologies used to build our cap-
turing prototypes and models and measure their performance. Then, in chapter |8 we
explain the characteristics of the system’s application and evaluate its computational
requirements using a mobile prototype. Finally, in chapter [9] we summarize and con-
clude lessons learned from this work. In addition, future work and suitable solutions to
improve the system’s results are presented in this last chapter.



Chapter 2

Authentication on Mobile Devices

Mobile devices store personal and important data which has to be protected from at-
tackers. One way to protect this data from unauthorized access of third parties is by
user authentication. Nowadays there are three types of security mechanisms to provide
user authentication: a) knowledge based, b) biometrics, and c) token based. When using
knowledge authentication users have to remember a secret, such as a password, to au-
thenticate to the system. For biometrics authentication, the users possess the secret to
authenticate, such as a fingerprint. And with token based authentication users possess
a small hardware device such as a smart card, a key, a certificate, a token device. With
this security tokens the system provides an extra level of assurance though a two-factor
authentication method.

Nowadays, the most frequently used security mechanism is the one based on knowl-
edge, although, biometrics are becoming very popular. Depending on the system re-
quirements, there are authentication mechanisms that fit better than others. There are
some systems, like mobile devices, where usability when authentication is very impor-
tant. In this case, most users prefer to have an easy and fast authentication system
rather than strong and difficult to use. Hence, when implementing a security system
many measures have to be considered. The most influencing aspects on the usability of
an authentication system are: time, user effort, cognitive load, and invasiveness.

2.1 Knowledge based

The most widely security mechanism in current mobile devices is the one based on
user knowledge . The secret is provided by the user’s knowledge through different
inputs such as PINs, passwords, or graphical patterns. As the secret relays on the
user’s memory, every time the user wants to access the protected information has to
remember the secret. This makes that many users tend to reuse the same secret for
different systems, as using different ones can be difficult to remember. Another factor
that influences the security of the knowledge based systems is the complexity of the
secret. If we want to strongly protect the system, the secret should be as complex
as possible. However, this leads to many users choosing an easy secret because of: 1)
having an easy secret to be remembered, and 2) have a faster way to unlock the device —
many complex secrets require time and attention from the user when being entered on
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the mobile device. This lack of stability between the complexity of the secret and the
usability of the knowledge based authentication into system makes that some users
neglect the security of their devices.

2.1.1 PIN

PIN authentication in mobile devices is usually based on a secret of 4 digit numbers that
the user enters to protect the device. In this case, the security secret is easy to remember
and fast to input for the user, as it has 4 digits of length (see figure ) Despite,

it generates a vulnerability as only (( 4 )) = 10000 possible secrets exist, resulting an

10
entropy | | of only % = 13.3 bit. That makes brute force attacks|”| dangerous for

this type of security mechanism.

2.1.2 Password

Password unlock mechanisms on mobile devices are basically the same as PIN based
approaches but using a password (sequence of all existing characters with an arbitrary
length) instead of only digit numbers. In contrast to PIN based authentication, pass-
words can be larger secrets. Thus, for the user is harder to remember and also more
difficult and slower to enter. PIN keyboards are usually bigger than password keyboards
as they only show 10 digits (see figure ) Passwords keyboards, instead, are smaller
and combine multiple layouts for special characters or numbers. This layout can make
the action of unlocking the device slower for the user . On the other hand, this type
of security is stronger, as the secret length and complexity is higher than PIN, which
makes it harder to break using brute force attacks.

2.1.3 Graphical Pattern

With a graphical pattern based mobile authentication, the user enters the secret by
connecting arbitrarily a sequence of fixed dots without repetition (see figure ) To
unlock the device, the user has to input the same sequence in the same order into
the fixed dots. To generate this secret, there are multiple fixed patterns, which can be
composed of different number and geometrical formation of dots. In this case, the user
needs to remember a sequence of dots instead of a PIN or password, and depending on
the geometrical formation of dots the secret can be more or less complex.

"Measurement of the randomness, or unpredictability of a password.
’In cryptography, a brute-force attack consists of an attacker trying systematically many possible
passwords until the correct one is found.
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Figure 2.1: Mobile device locked screens: (a) PIN authentication [74], (b) password
authentication [75], and (c) pattern authentication.

2.2 Token Based

A token based authentication systems provide authentication using a non-password
scheme (see ﬁgur). In many cases tokens may store biometric data or passwords.
There are two types of tokens: password tokens, and physical tokens. To prove identity
in password tokens, the user needs to obtain the information contained inside the token.
This mechanisms are frequently used in online banking. The user gets a code from the
bank server, and by entering it into the token device obtains a password which allows him
to access the banking information (see figure ) Using physical tokens, the user can
prove the identity by using the secured information stored inside the physical token. The
secret is usually stored into a chip which provides different authentication functionalities
depending on the complexity of the system (see figure ) In recent years, mobile
devices have been used as physical tokens for obtaining the secured information. This
authentication is also known as two-factor authentication [85]. The user to have access
to the secured information, receives a SMS with the authentication secret, or through
an application protected with a PIN, generates a one time password and obtain the
secret license for the user . Because of this two-step authentication token based is
not commonly used on mobile devices authentication. However, it is frequently used in
e-banking, where strong security mechanisms are needed and the user does not worry
about doing a two-step authentication, and mobile devices are frequently used in one of
these two steps authentication.
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Figure 2.2: Token based authentication: (a) token authentication adapted from ,
(b) password token based , and (c) mobile physical token based .

2.3 Biometrics

An alternative to knowledge and token based security mechanisms is using the user’s
biometric information for authentication. Biometrics are currently becoming very com-
mon in mobile devices’ unlock systems as they can solve the two main problems with the
previous security mechanisms: 1) then can provide a strong and complex secret which
the user does not need to remember, and 2) in most cases the user does not need to
make a big effort to authenticate . There are a lot of projects and surveys about
biometrics authentication . Many measures can be taken to evaluate these
comparison, an example is shown in table where common biometrics are compared
by grading different performance measures in high (+), medium ( - ), or low (-).

Moreover, for each individual we can obtain two types of biometrics: physical and
behavioral. Making a differentiation between these two, in this section we present the
most used and well known biometrics used for authentication.
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Table 2.1: Comparison of multiple biometrics adapted from .

7 =
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characteristic
Facial thermogram | + | + | - | + 1| -
Hand vein . - . : L
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Keystroke -] -
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Hand geometry R e
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Face + - -+ -+ |+
Retina + |+ -+ -] -
Iris + |+ |+ + | - -
Palmprint 4+ 4
Voice B T
Signature N U U R U N
DNA + |+ |+ -+ - -

2.3.1 Physiological Biometrics

Physical biometrics are obtained from the individual’s physical traits. Those are assumed
to be relatively unchanging, and unique for each individual such as fingerprint, face,
iris/retina, veins, and hand/palm . We shortly highlighted some frequently used
physiological biometrics including fingerprint, face, and vein.

Fingerprint Authentication

Humans fingertips contain patterns of valleys and ridges. These patterns are considered
to be unique to individuals and not change over the years . In fingerprint authentica-
tion, the system recognizes a user by capturing the fingerprint and represent its unique
characteristics by extracting a set of features commonly by:

e Patterns: including arch, loop, and spiral of the fingertip skeleton.
e Minutia features: including ridge ending, and bifurcation of the fingertip skeleton.

This captured fingerprint is used as the secret to authenticate each individual. One of
the main benefits of fingerprint authentication is that the fingertip is closely tied to
the individual. However this sometimes requires users to touch a biometric scanner to
authenticate. Thus, some users dislike the idea of touching these scanners. An example
of this contact authentication system is Touch ID, a fingerprint recognition feature,
designed and released by Apple Inc. They claim to use a capacitive touch to detect the
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user’s fingerprint . To tackle this issue, touch-less fingerprint authentication has been
developed . As fingerprint is visible, some systems like ICE Unlock Pro Lockscreen
simple use the phone’s camera to capture the pattern and authenticate against the
enrolled fingerprint for the device .

Face Authentication

One of the most widely used biometric for personal recognition is facial images. This
biometric has the advantage of using non-intrusive methods and being contactless. More-
over, users are used to have their photo taken. The used authentication steps are similar
to fingerprint authentication. A sample of the face is taken and transformed into a set
of features which are used for matching different face images (see figure ) The most
popular approaches to face recognition are based on either: 1) the location and shape
of facial attributes such as eyes, eyebrows, nose, lips and chin, and their spatial rela-
tionships, or 2) the overall (global) analysis of the face image that represents a face as
a weighted combination of a number of canonical faces . The applications of facial
recognition range from static to dynamic face identification. In static face identification,
the individuals enroll to the system taking one or several images facing the camera.
In these images the possible motion of the user and the different facial expression are
not considered. This approach is mainly used in authentication for example in mobile
devices or personal computers. In dynamic face identification the user enrolls to the
system in a static way. However to perform identification or authentication a frame of
images from the individual’s face is recorded considering: motion, and facial expres-
sions. This identification process can be harder as in most cases the user is not facing
the camera, hence rotation and scaling variances have to be considered. This approach
is mainly used for individuals identification for example in subways, airports, or casi-
nos. There are some drawbacks in both face authentication methods. One is that some
users might attempt to change the appearance, perhaps by wearing glasses or growing a
beard. This fact can decrease the system’s security, by accepting or rejecting the wrong
user. Another drawback is that face like fingerprint, is well visible for attackers. They
can thereby easily record a user’s face by taking a picture and try to spoof our identity.

There are several existing commercial products based on mobile facial recognition,
such as BiolD, a mobile face regonition application that allows users to authenticate into
applications and websites using the mobile phone camera to capture face pictures.

Vein Authentication

Vein recognition systems are one of the newest biometric technologies that have emerged
in recent years. Vein authentication usually uses the vascular patterns of an individual’s
part of the body such as the palm, a finger, the wrist, or the palm of the hand as
personal identification data.

Vein patterns are sufficiently different across individuals, and they are stable unaf-
fected by aging (see figure ) Thus, the vein patterns are unique to each individual,
even among twins [34].

The matching methodology for veins is similar to fingerprint and facial recognition.
After capturing the vein pattern, it is uniquely represented by a set of features which
is used to compare different vein patterns. In addition, compared to fingerprint and
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face biometrics, veins are considered to be a highly secure biometric because of the
sub-dermal nature of veins. On the other hand, as veins remain hidden for human eye,
a special sensor is needed to capture the pattern. This requirement makes the vein
authentication systems more secure but, at the same time, more expensive.

(a)

Figure 2.3: Physiological biometrics: (a) fingerprint , (b) face , and (c) wrist vein.

2.3.2 Behavioral Biometrics

Another type of biometrics known as behavioral biometrics can be obtained from human
actions such speaking, walking or writing. This biometrics are obtained and learned by
individuals over time. This biometric authentication continuously collects information
about a user activity. Thus, behavioral biometrics can also be tracked at the same time
as performing another activity, without the user’s direct interaction. One drawback
of behavioral biometrics is that the behavioral part of an individual can change over
time due to age, medical conditions and emotional state. Hence, a human does not
walk the same way when an ankle injury, or when being tired instead of full of energy.
Behavioral biometrics for authentication must be trained to the individual’s actions at
enrollment time. Often, more than one enrollment session necessary. Then, behavioral
recognition methods distinguishes individuals by matching particular activity samples
against others. In this section we shortly highlighted some frequently used behavioral
biometrics such as the voice, the gait, or the written signature.

Voice Authentication

Voice can be used to authenticate users when speaking. Humans frequently perform this
recognition. They are able to recognize other humans only by their voice without seeing
them. This is because each individual’s voice sounds different depending on physical
characteristics such as vocal tracts, mouth, nasal cavities, and lips. These characteristics
of the human speech are invariant for an individual, but as mentioned before behavioral
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biometrics can be affected by external factors. Thus, people do not necessarily sound
the same when having a cold or being healthy. In voice authentication, the user’s voice
sample is trained and recorded, mainly with a microphone, in the enrollment session [42]
(see figure ) and compared to other users samples.

Gait Authentication

Gait is the peculiar way that an individual walks. This authentication method is known
for not being very distinctive among individuals but can be used in some low security
applications. Due to change in body weight or other body factors this biometric’s cycle
may not remain the same over aging (see figure ) This biometric can be captured
using a video sequence or a sensor. With video sequence different walking movements
are captured with a camera on the training session. Hence, this method can be compu-
tationally quite expensive. Another alternative is by using a wearable sensor. Usually
this sensor is placed on the shoe and records the pattern of acceleration (over the x, vy,
and z axes) during an entire walking cycle. This pattern has been demonstrated that
can be proof of identity for authentication .

Written Signature Authentication

Written signature authentication it is a well known biometric mechanism to determine
the authenticity of a document. It also can be used as a user authentication biomet-
ric . There are two different ways to capture and identify an individual: statically or
dynamically. In static signature authentication, the user writes the signature on a paper
and digitizes it, or directly to a digital tablet (see figure ) Then the system analyzes
the signatures shape and compares it to other signatures. In dynamic signature authen-
tication, the user has to write the signature directly in a digital table, which captures
the signature in real time. In this case, many information of the signature is analyzed
by the system such as the shape, the pen’s pressure, or the pen’s inclination. All these
information is then compared to others signatures characteristics for the further decision
of authenticity.
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Figure 2.4: Behavioral biometrics: (a) voice sample , (b) digital hand wrote signature,
and (c) gait cycle [21].

2.4 Multi-Modal Authentication

There are many approaches that can be used for authentication, such as the mentioned
above: knowledge based, token based, and biometrics. There are multiple studies that
measures the performance of different biometrics for authentication. For example, [57]
explores time, effort, error, and task disruption that users experience when unlocking
a mobile device when using three different biometric authentication modalities: voice,
face and gesture. In addition also compares them to a knowledge based modality:
password authentication. make an overview and study of usability of existing
physiological and behavioral biometrics. These works focus on the study of authentica-
tion techniques on mobile phones. In all of them there is a common conclusion: each
biometric modality has unique strengths and weaknesses (see table , and has the po-
tential to improve on the widely used PIN, or password approaches. On mobile devices,
not only a strong authentication is important, mobile users require authentication sys-
tems with high speed, and usability. Hence, most of the research in multi-modal systems
is focused on increasing these metrics when combining different of authentication sys-
tems. is an example of usability in multi-modal authentication systems. It presents
a risk-aware multi-modal authentication framework called CORMORANT. They claim
that this framework offers a strong security authentication system for mobile devices.
With CORMORANT different authentication approaches can be combined (including
biometrics). By this combination a better usability and security can be achieved.

2.5 Summary

Many approaches can be used to authenticate on mobile devices. With the most com-
monly used authentication techniques being based on knowledge. However many users
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lower security when setting simple authentication secrets to not forget them and also to
speed up the authentication process. In recent years, biometrics such as fingerprint for
authentication are rising and being integrated in many mobile devices. There are two
types of biometrics: physiological and behavioral. The first ones store the secret in the
physical biometric information of the user, e.g, the palm print. The second ones learn
the behavior of the users action, such as gait. The advantage of using biometrics for
authentication is that the users do not need to remember the secret as it is attached
to them. In addition, they require little user interaction when authentication, as they
can be recorded in parallel while doing other activities. An alternative to knowledge
based and biometric authentication is token based authentication. In recent years it is
being used more frequently with systems that require strong security such as banking,
by providing a two step authentication. Despite the high security that token based au-
thentication systems can offer, there is still a lot to improve in the usability of these
systems. Some of these systems require an additional hardware, such as the mobile
phones. However, two step authentication is not useful for many systems like unlocking
a mobile device. These systems require easy and fast mechanisms for authentication.

Leaving aside all the strengths and weaknesses of these authentication approaches,
studies showed that strong and reliable security mechanisms can be achieved using multi-
modal authentication . Thus, by combining different authentication mechanisms
the weakness of one, can be overcome using with the strengths of others. This combi-
nation results in a strong authentication system. Hence, the study and improvement of
one authentication approach can result in a strong authentication if it is combined with
other authentication approaches.



Chapter 3

Vein Recognition and Authentication

In contribution to the idea of mobile multi-modal authentication systems, we study
and implement a less explored biometric: wrist vein pattern authentication. In this
chapter we provide an overview of different technologies and methods that are needed for
vein authentication such as vein capturing, vein image preprocessing, and vein pattern
matching. Furthermore, this chapter presents rules and metrics which are used to build
and properly compare different decision models.

3.1 Vein Capturing Techniques

When using veins for authentication, the authentication secret is the pattern of the
veins. Thus, to authenticate or enroll the user needs to capture a vein pattern. In visible
light |*| veins mostly remain hidden under the skin, hence we need special sensors to
capture them. There are many types of sensors that can be used for capturing veins, from
expensive ones, mostly used for clinical purposes, to cheaper ones. In medicine expensive
sensors with high image resolution and strong depth penetration are frequently used
to capture veins. On the other hand, for authentication purposes there exist cheaper
sensors which are able to capture vein patterns, despite providing low quality images.
Nevertheless, with a good image preprocessing these low quality images can be enhanced
and used for a proper authentication. Moreover, vein capturing sensors do not only
differ on the cost. These sensors have different fields of applications, hence they have
different hardware specifications and shape. There exist static (fix position of the hand)
and mobile (freedom position of the hand) solutions. Furthermore, to penetrate the
skin tissue, and obtain the vein pattern there are multiple illumination techniques.
There different wavelengths that can be used to visualize veins. The most common
and cheap ones use illumination inside the NIR bandwidth. Also, there exist more
powerful solutions that provide deeper skin penetration that easy the capture of veins.
These solutions use more complex techniques like Venography or stronger illumination
bandwidth: IR, FIR. This chapter gives a brief overview of the most common vein
capturing techniques, used in medical, and authentication fields.

'Visible light spectrum ranges from 400 nm to 700 nm .

13
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3.1.1 Venography

Venography is an X-ray medical examination. X-ray is an electromagnetic radiation at
the wavelength ranging from 0.01 nm to 10 nm . This technique is used for medical
purposes and uses an injection of contrast material to show how blood flows through
the veins. In medicine it is used to find blood clots, identify a vein for use in a bypass
procedure or dialysis access, or to assess varicose veins before surgery .

This technique is not used without medical care as there is a very slight risk of
an allergic reaction if contrast material is injected. In addition, X-ray are known to
be non-invasive, but long term or repeatedly exposure to its radiation can be harmful.
Hence, this technique is not used for capturing veins for authentication purposes where
the exposure to X-ray or the injection of the contrast material would be required very
often.

312 IR

Infrared radiation is used in industrial, scientific, and medical applications. This radia-
tion is adjacent to the long wavelength of visible light spectrum in the electromagnetic
wavelength diagram (see figure . It extends from the nominal red edge of the visible
spectrum at 700 nm, to 1000000 nm . IR thermal cameras are frequently used to
detect heat loss in insulated systems, to observe blood flow under the skin, and to de-
tect overheating of electrical machines. Inside the IR wide spectrum there are different
regions, with different wavelength, which can be used for multiple purposes they are
the NIR, the short-wavelength infrared (SWIR), the mid-wavelength infrared (MWIR),
the long-wavelength infrared (LWIR), and the FIR. Long exposure to strong infrared
radiation may be hazardous for human eyes, resulting in damage or blindness to the
user. Since the radiation is invisible for the human eye, special IR proof goggles must be
used when exposing the human eye directly to strong IR radiation. However, IR radia-
tion it is frequently used for skin therapies such as photo-aging skin, and improvement
in skin texture as it increases collagen and elasticity in the skin. In addition, it has
been suggested that IR radiation at an ambient temperature is safe and does not cause
harmful thermal injuries to the skin [32].

NIR

One frequently used IR bandwidth for capturing veins is the NIR window (also known as
optical window or therapeutic window). It is defined in the range of wavelengths from
700nm to 1350 nm [71] where light has its maximum depth of penetration in tissue.
As blood flows through human veins, NIR can be used to detect the vein pattern.
Oxygenated and deoxygenated hemoglobin contained in the blood absorb light at the
NIR wavelength . In medicine NIR spectroscopy it is used to detect and highlight
deep structures on image-guided surgeries. However, NIR spectrum it is not only used
for medical purposes. Some night-vision devices, also use active NIR illumination to
detect people or object without the observer being detected. This illumination technique
is frequently used for security cameras, such as the charged coupled (CCD) cameras
which have an array of IR light-emitting diodes (LEDs) and a modified NIR filter. CCD
cameras are very sensitive in the NIR spectrum. They have a modified filter that blocks
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the visible light and only allows light emitted inside the NIR window go through it.

Visible|< Infrared
700t 1,000,000 nm

FAR INFRARED

H Thermal Infrared 4)|
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100 nm 1,000 nm 10,000 nm 100,000 nm 1,000,000 nm
=1 um = 10 um = 100 um = 1,000 um
=1 mm
Wavelength

Figure 3.1: Visible light and IR spectrum .

3.2 Vein Image Preprocessing Techniques

As veins are under the skin, many vein images are blurred and require some preprocess-
ing to properly enhance the vein pattern . Usually, after capturing the vein pattern
images contain noise because of low quality cameras, or illumination conditions. For
authentication purposes, there are multiple preprocessing techniques as they vary de-
pending on the captured vein images and the following matching algorithm used. Thus,
in this section we present the most widely used techniques for vein images preprocess-
ing. Hence, despite the individual differences that exist from work to work, most of
them share the same preprocessing principles (see figure ) image enhancement for
noise reduction and normalization, b) image segmentation to sharpen and differentiate
veins from background, and c¢) points of interest (POI) extraction for further matching
algorithms.

Image Enhancement Image Segmentation

Noise Reduction [=—==> Thresholding [ POI Extraction

Figure 3.2: Preprocessing schema.
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3.2.1 Noise

Many devices like cameras, or processing algorithms can introduce noise to the system,
in form of distorted pixel values . When capturing images with low quality cameras,
they usually can introduce two types of noise: a) salt and pepper like noise, and b)
Gaussian noise . Independently to its type, this noise can be either correlated or, in
many cases, uncorrelated at different pixels. As usually vein images for authentication
are captured with low quality cameras in many cases the captured vein images contain
these types of noise. In this section, we explain the most used techniques to overcome
this unwanted effect on the captured images.

Salt and Pepper Like Noise

Salt and pepper like noise can be detected because color or intensity of some pixels are
very different and uncorrelated from their surrounding pixels. Generally, this type of
noise only affects a small number of pixels which are differentiated for being white and
dark dots, hence the term salt and pepper noise. Typical the root of this noise are some
flecks of dust inside the camera, or overheat or faulty of some CCD elements.

Gaussian Noise

Gaussian noise can be detected because all the pixels in the image differ a little bit from
their original value. In this case, the noise is known to be correlated, thus when plotting
an histogram of the noise distribution, a Gaussian distribution is observed. However, this
is not the only distribution as other distributions can also occur. Gaussian distribution
is known to be a good model due to the central limit theorem. This theorem usually
applies to the distribution noise effect and tells that the sum of different noises tends
to approach a Gaussian distribution .

Noise Removal

Noise reduction is the process of removing noise from a signal. In imaging, we can
improve an image quality only by removing the contained noise. The most common
technique to erase noise from an image is by applying a filter. By filtering an image we
can smooth or erase some unwanted frequencies. The main filters used to overcome the
effect of salt and pepper like noise and Gaussian noise are:

e Linear smoothing filters: convolving the original image with a mask that rep-
resents a low-pass filter or smoothing operation to remove noise. The output tends
to be a blurred image, which is sometimes not wanted, as many image features
can be lost.

e Non-local means: averaging by non-local measures all the pixels in an image.
The value for a noisy pixel is based on the degree of similarity between a small
window centered on that pixel and another small window centered on the weighted
neighbor pixel.

e Non-linear filters: the output is not a linear function of its input. There are
several types on non-linear filters depending on the input function used such as



3. Vein Recognition and Authentication 17

the median filter. This one is very good at preserving image detail and removing
the salt and pepper like noise. It can also cause some blurring of edges, but is one
of the most frequently used in computer vision applications.

3.2.2 Thresholding

Thresholding is the simplest method for image segmentation. It transforms a gray scale
image into a binary (black and white) image [3] (see figure [3.3p). There are many
thresholding methodologies. The simplest one is to replace all the pixels in an image
with black pixels if their intensity is less than some fixed threshold, or with white pixels
if their intensity is greater than that threshold. Moreover, there are more accurate and
complex thresholding methodologies which consider different measures than a threshold:

« Histogram shape-based: an analysis of the peaks, valleys and curvatures of the
image’s histogram are analyzed. With the obtained results, the values of the pixels
are decided.

e Clustering-based: the gray-level samples are clustered in two parts as back-
ground and foreground (object), or alternatively are modeled as a mixture of two
Gaussian.

e Entropy-based: uses the different entropies measures like: the foreground and
background regions, or the cross-entropy between the original and binarized image.

e Object Attribute-based: searching a measure of similarity between the original
(gray-level) and the binarized images, such as shape similarity, or edge coincidence.

o Spatial: this method uses higher-order probability distribution and/or correlation
between pixels.

e Local: in this method the threshold to determine the pixel’s value depends on the
local image characteristics, so it is calculated differently for each pixel.

Thresholding is some times the last step in the preprocessing tool chain . Hence,
after thresholding the obtained binary images are used in the matching algorithms to
compare two images.

3.2.3 Skeletonization

Skeletonization is also known as thinning process. It is often applied to the binary
images obtained after thresholding. This process obtains the binary images’s skeleton
by removing foreground (white) pixels from them. The output of the skeletonization
process results in a binary image with a thinner foreground structure than the previous
thresholded image (see figure ) This preprocessing technique is only used where the
matching algorithm uses the properties of the image’s skeleton such as: bifurcations ,

endpoints , breaches lengths .

®Statistical metric that computes the middle value of a data set. This value is obtained after sep-
arating the higher half of a data sample, a population, or a probability distribution, from the lower
half.
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Figure 3.3: Vein image preprocessing : (a) vein image, (b) thresholded vein image,
and (c) skeleton of vein image.

3.3 Vein Pattern Matching Techniques

Vein pattern matching, as well as preprocessing, highly depends on the obtained vein
pattern after the capturing and preprocessing steps. In this case, depending on the
techniques and steps followed, different matching techniques have been used to measure
similarity between two vein patterns [§].

3.3.1 Cross Correlation

Cross Correlation (CC) is a measure of similarity between two series as a function of
the displacement of one relative to the other. In this case we assume a comparison of
discrete functions (f and g) which represent the image’s pixels (see equation
. When comparing two images by CC usually the last preprocessing step is thresh-
olding. Therefore, when using CC for vein pattern matching, two binary vein images
are compared. Hence, all the information of the veins should be considered. By applying
skeletonization, some relevant information from the veins would be erased like the veins
width, thus the CC approach would be less optimal.

(f*g);i= Z £ 94 (3.1)

In and it is claimed that using CC as similarity measure to compare vein
patterns works and it is a reliable measure for authentication. However, this algorithm
is a rigid matching technique because provides translation as the only form of geometric
transformation, and positioning is limited to whole pixel units. Thus, is not invariant to
rotation, and scaling of images. One common solution to solve the rotation invariance
problem is rotating each image a range from -30° to 30° with steps of 1° as proposed
in . Using this approach, for each two pairs of images instead performing a 1:1
comparison, the system has to compute a 1:60 comparison to obtain the final matching
result. Hence, taking this solution the computational complexity of the system increases
in a 60-comparing-effort.



3. Vein Recognition and Authentication 19

3.3.2 Minutiae Feature Matching

Minutiae feature matching is a technique that obtains relevant key characteristics from
the skeleton of a vein pattern. Therefore, skeletonization is needed in the preprocess-
ing steps and consequently: number of branches, bifurcations, length of branches, and
endpoints, can be used as features to compare two images (see figure .

Many measurements can be used for evaluation of similarity between minutiae points
such as Hausdorff distance (HD), modified Hausdorff distance (MHD), similarity based
mix-matching (SMM). present a method to compare hand and wrist vein pat-
terns by representing a minutiae set of features as fixed-length feature vector, invariant
to translation, rotation and scaling. presents a method based on minutiae points
and Hausdorff distance algorithm to evaluate the identification ability among all possible
relative positions of the finger vein patterns shape.

(a)

Figure 3.4: (a) Wrist vein image, and (b) skeleton of wrist vein pattern with extracted
minutiae key points [17].

3.3.3 Non-Rigid Matching

Non-rigid matching, also known as elastic matching, is a technique capable of registering
a reference image under (almost) arbitrary geometric transformations, such as changes
in rotation, scale, and affine distortions.

One example of non-rigid matching is the Lucas-Kanade algorithm . This algo-
rithm differs from the rigid template matching that perform a global search over the
entire image to find the best match such as CC. Instead, the Lucas-Kanade algorithm
starts from an initial position in the reference image to find the best match on a search
image. To start the comparison between two images it estimates the initial reference
image position on the search image. Then, in the estimated region of the search image,
it performs a randomly perturbation in x— and y— directions by Gaussian noise. This
iterations are performed several times over the matching process. Finally, whenever one
of these search image region perturbation converge with the reference image region, it
is considered to be a match.

However, non-rigid matching are demonstrated to work better on textured images
as they require to select a particular region or key point to compare two images .
Thus, this algorithm is not frequently used for comparing binary images. Binary images
only contain white and black pixels, hence, there are many regions which result on a
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high correlation after multiple perturbations.

3.3.4 SIFT Features

Scale invariant feature transform (SIFT) is a technique for local feature detection. It
was first proposed by D. Lowe . This technique is used in computer vision for object
recognition and matching in multiple images . Moreover, SIFT features have
been also demonstrated to work in biometric authentication systems for face and
finger veins recognition. All these approaches are based on locating relevant local
features of an image which can be robustly identified under different image variations
and viewing conditions, such as scale invariance. To detect relevant features of an image,
a SIFT detector works with subpixel positioning accuracy and a rotation invariant
feature descriptor attached to the candidate points. This feature descriptor (typically
128-dimensional) is used as an image key point, which contains relevant information of
its surrounding such as the distribution of its neighbors gradient directions . Based
on approach, there are five main steps involved in the calculation of SIFT features
for an image:

Extrema detection in a Laplacian of Gaussian (LoG) scale space.
Key point refinement.
Creating local descriptors.

Orientation assignment.

Gt N

Formation of feature descriptor.

Extrema Detection in a LoG Scale Space

This step is based on locating potential POI of an image. This locations are detected
because they are image regions which are suitable to contain stable features. Hence,
these stable features are used to uniquely represent the image, thus can be located
under different scales and viewing conditions. To guarantee the scale invariance, the POI
are located over multiple scales, by representing the image in a scale space. This scale
space L(z,y,ko), is constructed by recursively convolving the original image I(z,y)
with a sequence of small Gaussian filters G(z,y, ko) at a certain scale level ko (see
equation . The output of this sequence of filters results on a Difference of Gaussian
(DoG) space, D(z,y,0) (see equation [3.3). Thus, the image’s POI are taken as local
maxima or minima of the DoG resulting space.

L(z,y, ko) = G(z,y, ko)« I(z,y) (3.2)

D(x,y,a)=L(x,y,kia)—L(m,y,kj,a) (33)

Key Point Refinement

Using the scale space extrema detection approach, we can obtain a lot of POI for an
image. In this step, [61] proposes to remove the ones that are less stable by performing
local interpolation and elimination of edge response. Thus, the POI with low contrast
and poor location along the edges are rejected.
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So, the three steps that SIFT performs to obtain the image’s key points are: a)
detection of extremal points int the DOG scale space, b) position refinement by local
interpolation, and ¢) elimination of edge response.

Creating Local Descriptors

After detecting the image’s key points the algorithm generates local SIFT descriptors.
With the detected key point up to four local descriptors can be calculated. Only, more
than four descriptors can be created if for a position the local orientation is not unique.
In , they propose to generate the local descriptors by:

1. Finding the dominant orientation(s) of the key point k', contained on the distri-
bution of the gradients at the corresponding Gaussian scale space level.

2. For each dominant orientation, create a separate SIFT descriptor at &'

Orientation Assignment

For each key point SIFT assigns at least one dominant orientation. Thus, the key point
descriptor is represented relatively to its orientation. Using this orientation information,
SIFT descriptors are invariant to image rotation. To achieve invariance to rotation, the
algorithm selects a square window around the key point center. With the local image
gradient vectors within this window, it generates an histogram of the orientation angles
(see figure[3.5). From this histogram, the dominant orientation #(z,y) (sometimes more
than one) is obtained and assigned to the key point. Thus the key point descriptor can
by represented relatively to the key point’s orientation and be invariant to image rota-
tion. In the dominant orientation 0(z,y), and its gradient magnitude m(x,y), are
obtained by pixel differences in the key point neighboring region for an image sample
L(z,y) at the space scale o (see equation [3.4). To finally obtain the dominant orienta-
tion [61] proposes to form an orientation histogram formed by 36 bins, each covering
10 degrees. Searching the peaks in this histogram, the dominant orientations can be
detected. Thus, the orientations with the highest peaks are assigned to the reference
key points. An intermediate step, also proposed in [61],is to smooth the orientation his-
togram before locating the highest peaks(see figure . The smoothing process, which
can be repeated several times, is done by applying a circular low pass filer, typically a
simple 3-tap Gaussian or box-type filter [61].

m(x7y) = \/(L(Z’ + 17y) - L(.f(} - lvy))2 + (L(xvy + 1) - L(xay - 1))2 (34)
O(x,y) = atan2(L(z,y+1) — L(z,y — 1), L(z + 1,y) — L(x — 1,y))

Formation of the Feature Descriptor

Previous steps covered how to find key point locations at particular scales and assigned
orientations to them. This ensured SIFT features invariance to image location, scale and
rotation. In this step for each key point k' = (p, q,z,y) and each dominant orientation
0 a corresponding SIFT descriptor is obtained by sapling the surrounding gradients at
octave p and level g of the Gaussian scale space . The final SIFT descriptor results
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Figure 3.5: Orientation histogram example (above), and smoothing of the orientation
histogram steps (below) [61].

in a vector fg; s of 128 elements. Thus, for a given key point k' the SIFT descriptor is
a tuple s (see equation which contains the key point’s original image coordinates
«',y, the absolute scale o, the dominant orientation 6, and the corresponding gradient
feature vector f; ;.

§ = (zlaylvaaeafsift) (35)

Matching SIFT Features

SIFT features are used in several applications for locating interesting points in two
or more images, such as panorama stitching, feature tracking, self-location, or object
recognition. Thus, all this approaches compare pairs of SIFT features in many different
ways (14, 22} [, 61

explains all the SIFT algorithm matching steps when comparing two sets SIFT
features. Thus to compare two images (1, I), proposes to obtain the features sets
from both images S, = (Sq1, Sa2s --+s San) and Sy = (Sp1, Sp2s --s Spm)- Lhen the compar-
ison between this two set of features is done by comparing pairs of SIFT descriptors.
Thus, a metric proposed in to measure the similarity between, s; = (x;, y;, 0, 0;, fi)
and s; = (z;,y;,0;,0;, f;) is the distance between the corresponding feature vectors
Ji» [+ This distance can be calculated using different metrics, however to most common
one is the Euclidean norm denoted by |- || (see equation [3.6), as it is performed be-
tween individual points distributed in the 128 dimensional SIFT feature vector. With
this similarity measure, two feature set can be matched. For each feature in the set
there is always a best match (the one with the smallest distance) in the other feature
set. However, matches may occur between unrelated features and this can be critical
for comparing any correspondence between two images. Thus, this wrong matches have
to be considered and preferably filtered, if not rotation and scale invariance of the al-
gorithm can not be truly guaranteed.

dist(s;,5;) = || fi — ;] (3.6)
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3.3.5 SURF Features

For some approaches with several key points, SIFT features were slow and people needed
a more speed-up version. In 2006 another algorithm for key point detection similar to
SIFT was introduced . Instead of using approximation of LoG with DoG for finding
scale space, SURF uses the LoG approximation with Box Filters. Thus, this approxima-
tion can be done in parallel for different scales. Moreover, to assign orientations in a key
point’s neighborhood, SURF uses wavelets reposes in horizontal and vertical directions
instead of the region gradient vectors. Simply following the same idea but improving
the methodology SURF can faster extract features from an image . Despite being a
newer algorithm, it later has been shown that SURF has similar matching performance
to SIFT, even, with SIFT being a more powerful algorithm (in terms of capability for
extracting and matching features) than SURF (see table [3.1). Thus, some stud-
ies conclude that when speed is not critical for image comparison, SIFT outperforms

SURF [, [14).

Table 3.1: Comparisons of SIFT and SURF features extraction and matching algo-

rithms .

Algorithm Detected Feature Points Matching Feature Point | Feature Matching Time
Imagel Image2
SIFT 892 934 41 1.543 s
SURF 281 245 28 0.546 s

3.4 Performance Metrics

To measure the performance of biometric systems there are multiple statistical metrics
that can be used . In this section we present the metrics and statistical concepts
used in this work.

3.4.1 Equal Error Rate

Equal error rate (EER) indicates the probability of correctness in a biometric system
[56]. It predetermines the used threshold values for its false acceptance rate (FAR), or
false positive rate (FPR) and its false rejection rate (FRR), or false negative rate (FNR).
The FAR indicates the probability of the security system incorrectly accepts an access
attempt by an unauthorized user. It can also be measured as the difference between 1
and the true rejection rate (TRR), or true negative rate (TNR) (see equation[3.7). The
FRR measures the probability that the security system incorrectly rejects an access
attempt by an authorized user. It can measured as the difference to one of the true
acceptance rate (TAR), or true positive rate (TPR) (see equation [3.8).

FPR=1-TNR (3.7)

FNR=1-TPR (3.8)

When the FPR and FNR are equal, the common value is referred to as the EER. The
value indicates that the proportion of false acceptances is equal to the proportion of
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false rejections. The lower the equal error rate value, the higher the accuracy of the
biometric system is.

3.4.2 Receiver Operating Characteristics and Area Under the ROC Curve

Receiver operating characteristics (ROC) curve is a graph that illustrates the represen-
tation of the TPR versus the FPR. This graph is used to measure the performance of a
classifier model for all its possible thresholds ﬂgﬂ

Area under the ROC curve (AUC) is used in classification analysis in order to
determine which of the used models predicts the classes better . The measure is
obtained by calculating the area under the ROC curve. The closer AUC for a model
comes to 1, the better it is (see figure [3.6).

1.0

= AUC

TPR
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T I I I I
00 02 04 06 08 1.0
FPR

Figure 3.6: ROC curve example (brown), EER (red), and AUC (gray).

3.4.3 Overall Accuracy

Overall accuracy (Acc), or overall error captures the level of correctness of a model .
It counts the number of correct predicted samples: true positives (TP), and true nega-
tives (TN), and weight them over all the measured samples, including the wrong pre-
dictions: false positives (FP), and false negatives (FN) (see equation [3.9). However this
metric it is only used to evaluate the overall error. A drawback of this measure is that
one can not state if the error comes from the samples wrongly classified as positives, or
the ones wrongly classified as negatives.

_ TP +TN
TP+ FP+TN+FN

Ace (3.9)
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3.5 Summary

Vein recognition and authentication can be complex as it involves several steps that can
be solved using multiples solutions and techniques. Thus it is important to choose the
ones that best support a given goal and approach.

The first reviewed set of techniques are the ones used to capture vein patterns. The
most powerful vein capturing techniques are used in medicine. However, these tech-
niques, like venography, result very expensive and can be harmful for the human body.
Nonetheless, exists an alternative approach based on NIR illumination. This solution is
cheaper and it has been proved to be non-harmful for the human body. After capturing
vein images, to obtain the vein pattern it is necessary to apply preprocessing techniques
to improve the visibility and segmentation of veins. In addition, some images contain
noise which has to be removed to properly enhance and visualize the vein pattern. Thus,
we reviewed the most useful preprocessing techniques to obtain an enhancement of the
vein pattern for authentication purposes. One of the most used techniques is threshold-
ing, an image segmentation technique. However, this preprocessing techniques have to
be adjusted and tuned depending on the captured images. Along these lines, depending
on the recorded images and the desired matching technique used for authentication the
preprocessing steps can differ from work to work. There are works that differ only in
little details such as some parameters, and others that change the entire methodology,
or add additional steps such as skeletonization.

Furthermore, we explained multiple vein pattern matching techniques. Minutiae fea-
ture matching is one of the most expanded technique. However, this technique requires
making an skeleton of the vein image to obtain relevant key points. This process can
be very complex in noisy and low quality images, thus to obtain a reliable skeleton,
the algorithm requires well preprocessed and high quality images. In addition, we have
seen matching techniques for comparing binary images such as non-rigid matching, CC,
and SIFT features. CC can result in a good matching technique but very sensible to
image scaling and rotation, with computationally expensive solutions. Non-rigid tech-
niques, can be used for matching binary images but may not be an optimal solution.
These techniques perform better in greyscale or textured images, where pixels differ and
have more than two intensity values. Finally, we have seen SIFT and SURF features.
These two matching techniques can also be used to match two binary images. These
techniques extract the images’ key points which are invariant to scaling and rotation
instead of directly comparing two images. Then, these algorithms use these key points
to uniquely identify and compare multiple images.

Finally, we explained metrics and statistical concepts used to measure the perfor-
mance and compare different decision models.



Chapter 4

Related Work

In this chapter we provide an overview of the current most important approaches related
to vein visualization and authentication. Thus, we present an analysis of research papers,
and commercial products explaining the used methods and technologies. At the end we
summarize the most relevant points that we take for our authentication approach. Giving
a first overview, we have already seen that there are two major areas when talking about
capturing veins: medicine and security. Despite having different goals, in research works
both areas use similar techniques when capturing veins . In the case of medical
research the focus is centered on capturing and visualization of vein patterns. Thus the
obtained images are used for diagnosing of health problems . On the other hand,
in the field of security the focus is wider. In this case capturing the vein pattern is just
one box of the entire authentication system. This box mainly consist of: vein pattern
preprocessing and vein pattern matching to finally perform authentication .

4.1 Related Research

This section is focused on research projects for both medical and security fields. Both
fields deal with measuring qualitative aspects of vein capturing, image preprocessing,
or pattern matching. There exist much research regarding vein authentication, thus we
make a summary of the ones we considered more relevant, in terms of technologies and
methodologies for our work.

In NIR (800 nm) and far infrared (FIR) light (1500 nm-1000000 nm) are used
to acquire vein pattern images of the wrist, back, and palm of the hand. The capturing
device is mounted on a board with a CCD camera with IR filter and a NIR lamp. After
the image acquisition, they use skeletonization to obtain the thinning of the vein pattern.
Following the matching is performed measuring the Hausdorff distance (LHD) between
minutiae points of the different patterns’ skeletons. Using a similar setup, [51] presents
a hand vein authentication system that uses fast spatial correlation for matching hand
vein patterns instead. explains how to capture wrist and hand veins images using a
fixed prototype with mounted LEDs emmiting NIR illumination (880 nm) and a CCD
camera.

In wrist veins are captured using a physical structure and NIR illumination
at the wavelength of 940 nm. They collect a database recording 5 samples from both

26
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the left and the right hand of 50 subjects. Evaluation is done comparing nine different
state-of-the-art vein matching techniques. Final founding show that the Log-Gabor and
Sparse Representation Classifier (LG-SRC) models are the ones with the best perfor-
mance. use a local threshold for vein segmentation and 2D correlation coefficient
for classification of obtained vein patterns. They evaluate on a self-recorded database
of 1200 wrist images acquired from 50 volunteers for both left and right hands.

Finally describes the design, development and initial evaluation of mVeinVision,
a mobile medical application for assisting and improving venipuncture. This work uses
NIR illumination at the wavelength of 740 nm and a HD USB camera. The application
is implemented on a standard mobile device and intended to be a low-cost alternative
to the commercial vein capturing devices. In contrast to our work, they only focus on
vein detection and visualization as educational and clinical tool.

4.2 Related Commercial Projects

In recent years many commercial solutions using biometrics for authentication appeared
to the market. These products propose an easy and usable authentication solution which
can be used for e-banking, or unlocking mobile phones. In this section we present some
commercial projects that use vein biometrics and use a principle or technique which can
be useful for this work.

AccuVein

The first commercial project we present is AccuVein AV400 . It is a clinical product
which digitally displays a map of the vasculature on the surface of the skin in real time
and contactless (see figure . They claim that can be used by clinicians for verifying
the vein pattern and avoid valves or bifurcations. It uses IR light to detect veins under
the skin, then it projecting the position of the veins on the skin surface. They claim to
detect veins up to 10 mm deep, however it can vary depending on several factors such
as vein depth, skin conditions (tattoos, eczema, etc.), body hair, or fatty tissue.

Figure 4.1: AccuVein AV400 vein visualization technology .

Hitachi Finger Vein Readers

Hitachi Finger Vein Reader [77] is used by a number of financial institutes in Japan
as an authentication method. This product reads the individual’s finger vein pattern
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by illuminating the fingers with LEDs emitting NIR illumination. They use a physical
structure which allows the individual to contactless authenticate (see figure )

In addition Hitachi has another product: USB Finger Vein Biometric Authentication
Unit (see figure ) To capture vein patterns it uses the same principle (NIR
illumination) as , however in this case using a closed structure. They claim that this
product reduces the load on the host system or PC, thus it is compatible with many
operating systems such as Linux, or Windows. Using this Hitachi USB Unit, users can
authenticate to their personal devices using their fingers.

An example of an application of Hitachi’s finger vein readers is the company Fin-
goPay. They use Hitachi’s units to build a vascular recognition-based payment system.
They offer users a system to make money transactions, or payments, by simply scanning
their finger’s veins.

Figure 4.2: Hitachi commercial products: (a) finger Vein Reader [77], (b) USB Finger
Vein Biometric Authentication Unit .

Samsung Smartwatch Vein Authentication Patent

Samsung has a vein authentication patent for smartwatches. The patent is titled
"Wearable Device and Method of Operating the Same" and was filed on July 29, 2015.
They claim to have a wearable device that using a sensor (including IR light and a
camera) captures vein images from a user. These images are preprocessed and used to
further authenticate users. In this patent, Samsung proposes to capture the user’s back
of the hand (see figure . Thus, emiting IR light on this area, the camera can capture
the vein image, and authenticate the user on the smatwatch.
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Figure 4.3: Sketch of Samsung’s smartwatch authentication system using the user’s veins
from the back of the hand .
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BioWatch

BioWatch is the closest commercial product to our work. BioWatch is a vein authentica-
tion buckle for smartwatches (see figure ) It requires direct user interaction as users
have to scan their wrist for enrollment and identification. They claim that BioWatch
module replaces badges, keys, cards, and passwords. Thus, using bluetooth users can,
after identification, authenticate and unlock a car, access an office, login to the internet,
sign contracts. BioWatch captures the user’s vein pattern using a contactless system
with IR light and an IR optic camera (see figure )
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Figure 4.4: BioWatch product: (a) buckle module incorporation to smartwatch, and
(b) vein scanning system .

4.3 Summary

Though, there exist much research on vein authentication, there is not much research
focused on combining wrist vein authentication and mobile environments. For vein cap-
turing most research is based on visualization of vein patterns using NIR light and
modified filter cameras. However, in these works the proposed authentication prototypes
use fixed structures and hand pegs. These setups facilitate the capture of a specific and
uniform ROI of the vein pattern, thus it avoids scaling, rotation, and shifting problems.
Only presents a solution, which is very close to our work. In this work they present
a clinical solution to visualize the body veins of any part of the human body using a mo-
bile device. Most of these projects use the same capturing components and techniques: a
mounted CCD camera, and LED illumination at the NIR bandwidth. Despite all using
NIR illumination, they differ in the emitting frequency (see table . Thus, we can
conclude that the illumination frequency depends on the setup and components used.
The same happens with the preprocessing and matching techniques. Depending on the
used capturing technique and the images obtained, each work present different prepro-
cessing steps. Therefore at the end most of them use different image preprocessing and
matching techniques for authentication (see table .

If we now look at the commercial solutions we see that they also use IR or NIR
light for capturing veins. Some of the products, like Hitachi also use fixed, or closed
structures to capture the vein pattern. Others like BioWatch, Samsung, or AccuVein
use a mobile approach. As the main part of the authentication system is the matching
technique non of the commercial products say which algorithms for preprocessing and
matching do they use for authentication.
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Table 4.1: Research and commercial projects review.
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. . . Capturing . Matching
Project Biometric Technique Vein Pattern Algorithm Prototype
Research Projects
. .. Hand 850 nm NIR Minutiae points | Fixed
IR imagining 59 veins + CCD Skeleton (LHD) structure
Biometric Hand NIR Spatial Fixed
authentication [51] | veins + CCD Thresholded correlation structure
. Hand/wrist | 940 nm NIR " Fixed
Wrist sensor [47 veins + CMOS CLAHE LG-SRC tructure
Vein database |27 Ha_md/ wrist | 880nm NIR Thresholded 2D CC Fixed
veins + CCD structure
Vein Hand/wrist | 880 nm NIR Fixed
authentication [53| | veins + CCD B B structure
. 740 nm NIR .
mVeinVision [26] | YoinS +usppp | POGand - Android
(clinical) Laplacian mobile
camera,
Commercial Products
AccuVein |67 Ve{n§ TR + . - - M(?blle
(clinical) projection unit
Hitachi [77}[78 Finger NIR + - - Fixed
veins camera structure
Samsung |64 Ha.md NIR + - - Smartwatch
veins camera,
BioWatch [79 WT"lst IR + ) ) Mobile
veins camera, buckle




Chapter 5

Our Approach

In this chapter we explain the principles and methods used in this work to build a
low cost wrist vein authentication system. All these principles and methods have been
adopted from fundamentals|3|and related research [4] chapters and adapted to our work.

5.1 Overview

The system proposed on this work is adapted from the main structures shared in most
of the systems from related research works. However, every work is highly dependent on
the self captured images and the methods in its blocks. Hence, we adapted our blocks
to obtain the best results for our system. Therefore, the proposed vein authentication
system consist of the three main blocks that most of the related works deal with: 1) Wrist
Veins Capturing, 2) Vein Pattern Extraction, and 3) Vein Authentication (see ﬁgure.
Each of these blocks carries out different tasks, all necessary to finally obtain a good
authentication. The first block is build in two parts: a) image capturing consisting on
recording the images with a NIR sensor, and b) image preprocessing. The obtained are
enhanced to properly visualize the vein pattern. Once the veins are clearly obtained, the
second block performs the algorithm to obtain the relevant key points from that image.
These key points are obtained to uniquely represent and identify the vein pattern.
Finally, in the third block, implements the matching algorithm that allows to make
the decision of authentication. Hence, the proposed matching algorithm is based on
comparing two images by obtaining a similarity value when comparing their key points.
Then the final decision of authentication is performed by a threshold decision model.

31
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Wrist Veins Capturing Vein Pattern Extraction Vein Authentication
SIFT Featt
Im.age. Wris Image : Vein eal .ures SIET SIFT Feafures
Acquisition > Prepra g > Extraction > Matct
Images Pattern Features

Template

Enrollment

Figure 5.1: Constituent parts of our approach to mobile vein pattern authentication.

5.2 Wrist Vein Capturing

In this section, we explain which sensor technology we use to capture the wrist vein
images. In addition, we present the preprocessing methodology and techniques used to
properly enhance the vein images captured with the proposed sensor.

5.2.1 Image Acquisition

The first step of the system’s tool chain is to capture the wrist vein images. In this
work we present a low cost sensor to further capture a self-recorded wrist vein images
dataset. Using the information from section and chapter |4, we use the technologies
that have been demonstrated to work adapting them to our requirements. Thus, we
propose to build our sensor using LEDs emitting at the NIR bandwidth for illumination
and a CCD camera to capture the veins. Many works already demonstrated how to
build a low cost sensor using these technologies to capture vein patterns .
Thus, using this illumination technique we can penetrate the skin and illuminate the
veins. Then using a low cost CCD camera with a modified NIR filter the vein pattern
can be captured.

Challenges

Event though using NIR illumination and CCD camera for capturing veins worked in
other works we have to demonstrate that this set up is valid for our mobile authentication
system. In our work, wrists cannot be assumed to be placed in front of the sensor in
a fixed or uniform position. This freedom of positioning implies three challenges that
need to be addressed for successful vein authentication: image shifting, rotation, and
scaling. One could use hand pegs (cf. ) to address shift and rotation. However this
would make capturing images in a mobile environment overly cumbersome.

To solve the shifting invariance problem, we propose the following solution: instead
of hand pegs, using a region of interest (ROI) window at the center of the camera’s field
of view (FOV).Thus, users have to position their wrist accordingly inside the ROI (see
figure . Then, for proper identification, the image is cropped to only contain wrist
information within the ROL.

In addition, to address rotation and scaling we propose to use SIFT features for the
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matching algorithm. SIFT features have been shown to work for face, and finger vein
authentication before , therefore we evaluate the performance of SIFT features
for wrist vein biometric. To our knowledge, this biometric and this technique have not
been yet applied together. Thus we want to measure the performance of SIFT with wrist
vein pattern, which is known to be less complex than finger or palm vein patterns .
Moreover, rotation invariance can be solved by (de) rotations of the images as proposed
in , however this approach makes the system growth in computational complexity.

() (d)

Figure 5.2: Wrist capturing position: (a) correct part of the body and position, (b) wrong
position, (¢)(d) wrong parts of the body.

Furthermore, the output images captured with the proposed low cost sensor result in
low quality images. This implies that these images have to be preprocessed to increase
the quality of the vein pattern. Also the possible noise and distortion introduced by the
camera have to be reduced.

5.2.2 Vein Pattern Preprocessing

In this section we focus on the preprocessing steps used to properly enhance the vein
pattern from the captured images. First, we need to determine what time of images
we need at the output to fit with the matching algorithm. In this work, the proposed
algorithm is based on SIFT features. This algorithm requires properly enhanced vein
patterns in form of binary images to extract and compare their features. Thus, at the
output of preprocessing veins have to be represented in white pixels, and background
in black pixels. In addition, we also deal with the low quality images captured with the
proposed sensor (see image ) As recorded images differ from work to work it is very
difficult to adopt an existing preprocessing methodology in detail. In this work, after
multiple attempts, we adopted the main preprocessing steps from the methodology
presented in : a) image filtering, b) veins segmentation, c¢) morphological closing,
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and d) pixel inversion. Besides to better enhance our images we changed and fit most
of the methodology’s steps and parameters. The decision of adopting the preprocessing
methodology from is because the technologies used to build the capturing sensor are
the same (NIR and CCD camera) as the ones used in our work. Furthermore the quality
of the recorded images is very similar to the ones captured with our sensor. However both
systems differ on the setup. uses a closed structure without influence of external
light. This setup ease the capturing of better vein patterns. Thus, we need to adapt the
preprocessing parameters to overcome the differences in the setup and properly increase
the quality and visibility of our recorded vein images.

Filtering

As the captured images have a low quality resolution these contain a lot of noise. Then,
the first step in the preprocessing methodology is to filter the image to reduce this noise.
We propose to use two filters to reduce noise: a Median, and a Gaussian Blur filter. The
Median filter is a non linear filter that helps to remove the salt and pepper like noise
introduced from the CCD camera. Additionally, the Gaussian Blur is a smoothing low
pass filter which reduces the high-frequency components of the images (see figure )

Thresholding

After the image enhancement, we apply a local thresholding technique to make the
segmentation of the vein pattern. We first have compared six different thresholding
measures to decide which one was the best for our images vein pattern segmentation:
Bernsen, Otsu, Mean, Median, MidGrey, and Niblack (see ﬁgure. From this compar-
ison, we decided that local mean thresholding was the one with the best performance.
This measure is the one that maintains more information of the vein pattern, resulting
in a good shape of the veins and not adding much noise and outliers. Hence, in our
approach we apply a local thresholding method using as local image’s characteristic
threshold the pixel’s mean value. This threshold is used to derive the pixel color value
which is derived from the mean measure of the local greyscale distribution around the
selected pixel (see equation .

(5.1)

. vein if pizel > mean
pizel = o
background if pizel < mean

To easy the next preprocessing step: morphology closing, when applying local thresh-
olding we consider veins as black pixels and background as white pixels.
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Figure 5.3: Local Thresholding output from different local characteristics.

Morphology Closing

To sharpen the veins and reduce outliers, we apply morphology closing to the mean local
thresholded image (see figure[5.4d). Closing is an operator from the field of mathematical
morphology and it is usually applied to binary images. It is derived from the fundamental
operations of erosionand dilatation . This method tends to enlarge the boundaries
of the foreground (white pixels) and shrink background holes in the image. Applying
this method, to the binarized image we sharpen the veins regions at the same time that
removing outliers due to noise. In the presented approach after thresholding veins are
represented as black pixels. Thus this morphological closing step makes a closing of the
white pixels (background), and consequently sharpens the vein pixels (black).

Pixel Inversion

This is the last step of our proposed preprocessing methodology to enhance and segment
the vein patterns. This action is also known as complement image. In binary images
the white pixels are converted into black pixels and the other way around. Thus, as
in previous steps we represented veins as black pixels, now we change the vein pattern

1By eroding, areas of foreground pixels shrink in size, and holes within those areas become larger.
*Dilatation expands the shapes contained in the input image, and holes within those regions become
smaller.
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values as desired: white pixels for veins, and black pixels for background (see figure )
After this step we have the images properly enhanced and segmented. Thus the
resulted binary images are suitable to fit with the proposed SIFT matching algorithm.

(a) (b)

Figure 5.4: Vein image preprocessing: (a) sample after applying cropping, (b) filtering,
(c) auto local threshold, (d) morphological closing, and (e) pixel inversion.

5.3 Vein Pattern Features Extraction

After the preprocessing of vein images, the next step is to derive features/key points to
distinguish individuals’ images based on their vein patterns. We propose to use SIFT
features to represent the obtained vein patterns. Thus, using the similarity between SIFT
features of two vein patterns we derive if those are actually from the same person or not.
To extract the SIF'T features from the vein preprocessed pattern we apply the theorem
described in section [3.3.4] Figure illustrates a representation of the extracted SIFT
features from two different users. The red shapes represent the SIFT features descriptors
which are modeled by their key point’s original image coordinates 2, y’, the absolute
scale o, the dominant orientation 6, and the corresponding gradient feature vector f; s

(see equation [3.5).

5.4 Vein Pattern Matching Algorithm

Once the SIFT features for each image are extracted the following step is to make
a matching algorithm to measure similarity between them, hence decide if they are
from the same individual or not. For two samples 14, Ig with corresponding SIFT
features S {fa1, fa2, - fan} and Sp{fB1, fB2s---» B}, Our first step is to calculate a
list of matching SIFT features L,, between S, and Sy e.g: Lo, ={fa1 — fB3, faz —
fazs--fan — fBm}- Lap already contains suitable matches between SIFT features of the
two samples — based on which we propose to enhance the accuracy of feature matching
by going one step further. We propose to use the Euclidean distance of all possible
pairs of SIFT features of S, and 5, to ensure matched features in L, actually have
the minimum distance compared to all other possible matches using the same features.
Using the obtained L, for each proposed matched pair of features (p.e, fa; — fp; with
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(a) b

Figure 5.5: SIFT features (red shapes) extraction process. (a) Captured vein sample,
(b) preprocessed vein pattern, and (c) its extracted SIFT features.

i€ [l,...n], and j € [1,...m]), we calculate the Euclidean distance of these features

D(fa; — fp;) to all other features D(fa; — fp1), D(fai — fB2)s---s D(fai — fBm)- If
thereby D(fa,, — fBm) is the minimum distance we say that fu,, — fg, are a feature

match (Eq. [5.2):

Vo : D(fa; — fB;) < D(fa; — fBs) = feature match (5.2)

After obtaining all matching features between two vein patterns, the number of
matches Cy;, is used together with a predefined threshold 7 as similarity between those
patterns. If C',; > 7 we conclude that those patterns are originated by the same person,
and by different people otherwise.

The presented SIFT matching algorithm is invariant to features rotation and scaling,
as they are defined in different scale spaces and with an orientation vector. However, the
SIFT matching algorithm can result to a wrong match between different SIFT features
with high similarity. Thus, we can not assume a complete invariance of our approach. To
overcome this uncertainty we propose to improve the matching accuracy of the presented
SIFT. Thus, we propose to add an additional step to the SIFT matching algorithm: our
proposed Euclidian minimum distance algorithm (see equation. Despite it improves
the algorithm’s accuracy when matching features, we can not guarantee that the pro-
posed algorithm is totally invariant to rotation because Euclidean distance is not a
rotation invariant metric.

5.5 Majority Voting

Majority voting is a decision rule to obtain a statistical value upon a group with different
values. So far our approach acts in a 1:1 vein pattern comparison manner: it requires one
sample to enroll users and one further sample to perform authentication. To improve
authentication accuracy we propose to instead use majority voting with N vein pattern
samples for both enrollment and authentication.
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Thus, during authentication, comparisons between N enrollment samples 4, and
N authentication samples Ip ,,, result in N ? individual results Cap,i- We apply a majority
voting like approach over all Cy,; to obtain an overall authentication result Cy,. Such
can be done using mean [5.3] median, standard deviation, or similar, based on individual
results.

N2
- 1
Cab = 35" E Cab,i (53)
N i=1

The obtained similarity C,;, of two vein pattern samples is used with a threshold
7 to decide if they were originated by the same person or not. If Cy; > 7 we say the
samples are from the same person, respectively from different people otherwise.

if {Cab > T == same person (5.4)

C,, <17 = different person



Chapter 6

Evaluation

In this chapter we present different approaches and setups that we used to build a
wrist vein capturing prototype to reproducible evaluate our wrist vein authentication
approach. With the capturing prototype we have recorded our own wrist vein database.
With this database’s images we have adjusted and tested a preprocessing methodology
to obtain vein patterns properly enhanced and segmented. With these patterns we have
built the proposed matching algorithm based on the SIFT features matching algorithm.
Thus, we built a SIFT matching algorithm that obtains a similarity value when com-
paring two images. Then with the resulted similarity value we have to decide if the
compared images are from the same user or not. To achieve that we tuned a decision
model based on a threshold 7. The model has been built using a partition of our self-
recorded wrist vein database. Finally, with a new partition of the same database we
evaluated the model’s performance when making decision of similarity among users.
In addition, following the same methodology but different configurations we built and
evaluate nine different models using two different matching techniques: the proposed
SIFT algorithm and CC algorithm for reasons of comparability.

6.1 Evaluation Setup

In the previous related research chapter [4| we have seen that there are multiple solu-
tions and setups for capturing veins. In this section we explain in detail which steps
we followed and which components and parameters we used to build our wrist vein au-
thentication system. Furthermore we present the methodology followed to capture our
self-recorded vein dataset. Finally we explain the process that we pursued to build and
evaluate the proposed authentication decision models.

6.1.1 Capturing Prototype

The motivation of building a capturing sensor is to evaluate our proposed authentica-
tion algorithm in a self recorded dataset, for further reproduce the results in a working
prototype. To be faster and to help during the repetitive capturing steps of the dataset
we proceeded to build a capturing prototype. This process has not been easy, as many
components and conditions influence in the way of capturing veins. Because of that we
went through two prototype before obtaining the one that captured the desired vein

39
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images. All the prototypes have been built accordingly to the mobile environment prin-
ciples: open capturing structure and freedom of the wrist position. Using the proposed
fundamentals in chapter 3} low cost prototype and NIR illumination. For each sensor
prototype we tried out different components such as cameras, filters, LEDs illumination,
and different positioning and distribution of those.

First Prototype

The first setup we designed to capture vein images was focused on trying to reproduce
the capturing sensor proposed in [26]. The setup used in [26] claims to capture veins
from different body parts in real time and using a mobile device. The specified cap-
turing techniques are NIR illumination and a modified filter camera. Thus, to properly
reproduce the same sensor we obtained the same hardware components:

e 4xLEDs OIS-330-740-X-T peak wavelength of 740 nm.

o HD Logitech USB webcam.

e NIR bandpass filter - 740 nm.
The required camera is a HD USB webcam used to capture images in the visible spec-
trum. Therefore we had to disassemble it and replace the optical filter for a NIR band-
pass filter. To properly disassemble it we followed the specifications cited in [26](see
figure ,b). Also, we ordered the same NIR badpass filter: a quite expensive square
10 mmx10mm NIR bandpass filter with cut-off at 740 nm (see figure [6.1]).
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Figure 6.1: First prototype disassemble Web Cam process: (a) removing the optical
filter, (b) replacing it with the NIR 740nm bandpass filter, and (c¢) NIR bandpass filter
wavelength -— 740nm .

After disassembling the camera and replacing the filter, we reproduced the compo-
nents setup described in see ﬁgure 6 . We connected and placed the IR LEDs
in a breadboard I (see ﬁgure b and the modlﬁed filter HD USB webcam following
the same distribution. Now, with this setup we were ready to start capturing images.
Therefore we plugged the webcam in a Windows 10 desktop computer and used the
Logitech webcam Software application to capture the images.

However, tying out this first prototype we did not achieve good wrist vein images
resolution. Somehow, because of the specified distribution of LEDs the NIR illumination
was not intense enough to illuminate and highlight properly the wrist veins. In addition,
the veins were only (little) visible when there was no influence of external light (see
figure [6.2k)d)). Thus, we though that even: a) the purchased bandpass filter was not as
mentioned in the specifications, b) the filter bandpass wavelength was too narrow, or c)
there was not enough illumination to penetrate the skin tissue.

! Construction base for prototyping of electronics.
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() (d)

Figure 6.2: First prototype. (a) Schema presented in : (1) USB filter modified cam-
era, (2) Micro-B USB Host OTG Cable, (3) 4xIR LEDs of 740nm peak wavelength, and
(4) radial NIR illumination distribution. First set up: (b) our implementation, (c¢)(d) re-
sulting wrist vein images captured without external light influence.

Trying to improve this first attempt, we decided to change the NIR illumination
intensity. Our idea was that only using four NIR LEDs the intensity was not enough
to penetrate skin, hence veins were not properly visible. Thus, we decided to add more
LEDs. In this second attempt, we plugged 10 LEDs around the camera and distributed
them differently. Now, the LEDs were closer to the camera and were also illuminating
more homogeneously the wrist area (see figure . The results that we achieved when
using this setup were a little bit better. The visibility of veins improved even with
external light influence. However, comparing the captured images with other works the
way that we were capturing the veins was not good enough for further obtain a clear

vein pattern (see figure[6.3¢)d)).
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Figure 6.3: First prototype. Second set up: (a) digital components schema, (b) real
implementation. (c)(d) Wrist vein images captured with external light influence.

Hence after testing this set up with the modified filter camera and after modifying
the illumination to better capture the veins, we proved that the images where not
good enough for our goal. The main reasons were: a) probably the filter bandpass was
not accurate enough, and b) the NIR illumination at 740 nm was not intense enough
to penetrate skin and highlight the veins. In addition, we also faced other problems
because of disassembling the HD USB webcam. After replacing the filter the webcam’s
focus was altered and was not easy to set it back properly. Thus, sometimes images were
not focused and very blurry.

So, as the results were not the ones desired and the system was not stable we decided
to change the strategy. From this first prototype we learned that: 1) using this setup the
veins were not captured as desired, 2) the system was not stable because of illumination
and focus problems, and 3) using the 740 nm filter with the HD USB camera was an
expensive solution.

Second Prototype

With some lessons learned from the first prototype, we decided to use methodologies
that proved to work in other projects . However, the proposed sensors from these
works have not been proved to work in the mobile environment. This second time, the
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first decision that we made was the filter bandwidth and the NIR illumination frequency.
This decision was not easy as it is not stated clear which is the best wavelength in the
NIR spectrum for capturing veins —that varies from 700 nm to 1000 nm. We have already
seen one study working at 740 nm and using a mobile device. Moreover, there are
several works working in different wavelenght but using closed boxes structures using
the NIR illumination principle at 880 nm or 940 nm (see table .

Thus, as there is nothing clear about which is the best wavelength for capturing
veins, this time we decided to follow the setup used for capturing a public wrist vein
dataset (see ﬁgure. We tried out to preprocess and make a segmentation of the
vein patterns from these images. The obtained results where good, hence we decided to
reproduce the methodology stated in to capture those images. The NIR wavelength
used in this work is of 880nm, and the only specification for the camera is that it is
a CCD camera. Therefore we decided to build a new prototype using a low cost USB
CCD camera with a NIR bandpass filter of 880nm and IR light illumination.

(a) (b) (c)

Figure 6.4: CIE Vein Dataset : wrist vein samples from three different users.

For building this second capturing prototype, we purchased the ELP-USB30W04MT-
RL36 camera, a low cost VGA USB camera module with a cluster of 24 IR LED and
IR cut at 880nm (see figure . These are the main specifications for the purchased
camera module:

e OV7725 CMOS sensor with IR cut at 880 nm.

e Sensitivity: 3.8 V/lux-sec@550 nm.

e Resolution of 3 Megapixels.

e DC5V power supply.

e 24 IR LEDs.

¢ Optical bandpass filter at 880 nm.

o Compatible with WindowsXP or above, and Android 4.0 or above with UVC.
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Figure 6.5: CCD camera : (a) camera block, and (b) disassembled camera.

This camera module depending on the environment sensed light provides two capturing
options: (1) at the visible spectrum around 400 nm to 700 nm, and (2) night vision effect
with IR light illumination at 880 nm. Hence, to set the camera always capturing at the
NIR spectrum we isolate the light sensor from the external light covering it with tape
obtaining a night vision effect (see figure .

(a)

Figure 6.6: CCD camera views: (a) visible spectrum view, and (b) NIR spectrum view —
night vision effect.

With this adapted camera module we finally obtained wrist vein images. In this case,
the captured images resulted being very similar to the ones recorded in the public wrist
vein dataset . Then, with the camera properly working and capturing the desired
images we build an open physical structure. The aim of this structure was to ease the
recording steps when using the — for reasons of space and amount of parts — cumbersome
NIR hardware. We designed an open physical structure for providing more realistic data
in the mobile environment than e.g. frequently used closed box recording approaches
with absolute darkness except for the intended NIR illumination.

Upon this structure we disassembled the camera and the LEDs array to better illu-
minate the wrist. The camera was placed about 15 cm above of the wrist and the LED
array being about 8cm away from the camera and about 17 cm from the capturing
point — emitting light with an angle of about 62° to the wrist (see figure . Using
this setup we obtained a reasonable illumination on the entire wrist. Therefore when
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placing it on the camera field of view it shows a highlighting effect of the veins (see fig-
ure ) Finally, to capture and store images the camera was connected to a Windows
10 laptop using the Microsoft Corporation default camera software. To determine the
wrist ROI, and properly crop these images, we used a rectangular ROI window of about

5.8cmx9.7 cm size (see figure [6.70).

(d)

Figure 6.7: (a) Capturing device camera position, (b) NIR LEDs position, (¢) hand
position, and (d) camera view with ROL

6.1.2 Dataset

With the final version of our capturing prototype we proceeded to capture our self
recorded wrist vein dataset. Recording took place at the University of Applied Sciences
Upper Austria, School of Informatics, Communication and Media in Hagenberg. The
recording was done indoors using our second prototype with realistic indoor illumination
conditions: the main source of light was artificial light from above and additionally
there was influence of sunlight from outside shining from the glass to the wrist of the
participants. To ease the capturing steps, the recording prototype was placed on a table
and we simulated users placing their wrists in different conditions e.g. regular mobile
devices: opening and closing the hand, and slightly rotating the arm, always maintaining
the wrist ROI inside the camera’s field of view frame. We thereby recorded 4 vein image
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samples of the right wrist from 30 participants, which resulted in a total of 120 vein

images (see figure .

(a) (b) () (d)

Figure 6.8: Database sample set: four unprocessed samples from the right wrist of a
user.

6.2 Algorithm Evaluation

With the self-recorded dataset, we proceed to build and evaluate our authentication
algorithm. In this section we explain all the preprocessing steps that we followed to ob-
tain the vein patterns. Also, we present the authentication algorithm in detail, showing
all the parameters, and steps that we used to compare and obtain a similarity value
between two images. Finally this section explains how we built our decision models and
how we evaluated their performance.

6.2.1 Image Preprocessing

Once we have captured the wrist vein images, the first step to finally make a reliable
vein authentication system is to enhance the captured images’ vein pattern. For that,
we used the ImageJ an open source image processing program designed for scientific
multidimensional images . Using ImageJ we manually reproduced and validated all
the needed steps to properly preprocess the vein images. Therefore, to enhance the
captured vein images, and make the vein pattern segmentation we followed and applied
with ImageJ the preprocessing methodology explained in section [5.2.2] However, as our
images are self-recorded all the parameters used in all the steps have been tunned to
finally obtain the desired binary images (see ﬁgure. Adapting the methodology and
the steps explained in section we used the following parameters to enhance and
segment our captured vein images:

1. Image conversion to 8 bits.
2. Noise reduction:

3x3 Median filter.

3x3 Gaussian blur filter.
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3. Veins segmentation:

15x15 Local mean thresholding.
4. Morphological closing to sharpen the vein structures.
5. Pixel inversion to finally obtain veins as white pixels.

6.2.2 SIFT Features Extraction and Matching

Once we have the vein patterns properly segmented and represented as white pixels,
the next step is to represent this pattern with unique values or characteristics for each
user. Thus, we propose to extract unique key points from each pattern being as similar
as possible between all the individual users’ samples. Then, using these key points we
can obtain a similarity value between samples, hence decide if the samples are from the
same user or not.

From the segmented vein patterns, we use SIFT features to extract these relevant
key points (see image . To automate the SIFT features extraction process we used
ImageJ and the Imaging’s book SIFT library . The SIFT features extraction algorithm
used is the one explained in section However we adapted the algorithm’s space scale
parameters for our approach (see table .

To measure similarity between two samples we use the extracted SIFT features
from each image. By comparing these list of features with a SIFT matching algorithm
we can measure the similarity between these two samples’ lists of SIFT features. Thus,
to automate the SIFT features matching algorithm we also used the Imaging’s book
SIFT library. This algorithm is the one explained in section but adapted to our
work with the SIFT features matching parameters stated in table

Table 6.1: Scale space parameters .

Symbol | Value | Description

Q 3 | scale levels per octave

P 4 | number of scale space octaves
O 0.5 | sampling scale

o 1,6 | base scale of level 0

?Java open source code supplementing the digital image processing books by W. Burger & M. J.

Burge
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Table 6.2: Key-point detection parameters .

Symbol | value | Description

number of orientation bins (angular resolution) used for
calculating the dominant key point orientation

Nre fine 5 | max. number of iterations for repositioning a key point
number of smoothing iterations applied to the

Norient 36

2

Msmaoth orientation histogram
Prmax 10 | max. ratio of principal curvatures

min. value in orientation histrogram for selecting dominant
tdomor 0.8 : :

orientations
Lowtrm 0.0 | min. difference w.r.t any neighbor for extrema detection
tmag 0.01 | min. DoG magnitude for initial key point candidates
peak 0.01 | min. DoG maginitude at interpolated peaks

Additional, to improve the certainty when matching SIFT features of the SIFT
matching algorithm proposed in we add another step. We propose to implement a
minimum Euclidean distance algorithm (see equation . Hence if the matched SIFT
features after applying the proposed algorithm in are the ones with the minimum
Euclidian distance we consider them as a true match, if not, the match is discarded.

Until now, using the proposed SIFT features extraction and matching algorithm it
is useful to compare two samples. Thereby the similarity value to make a two samples
comparison is based on the total number of SIFT features that they have in common,
thus the number of features that satisfactorily matched. Figure[6.9]shows an example of
the matching between different samples’ SIFT features. Figure ), shows the compar-
ison of two samples from the same user. In this case a total of 16 SIFT features matched,
so we can say that these two samples have a similarity value of 16. Figure ), and
figure ) show the comparison of two samples from different users. In the first case
only 2 SIFT features matched so the samples have a similarity value of 2. On the second
case there are no matches, thus they have a similarity value of 0. In following steps, we
evaluate and decide which similarity values are considered as a positive match, hence
the same user, and which ones are considered as a negative match, hence different users.
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Figure 6.9: SIFT matching results: (a) different samples of the same user resulting 16
SIFT features matched, (b) different users samples resulting 2 SIFT features matched,
and (c) different users samples resulting 0 SIFT features matched.

The algorithm explained until here is based on a 1:1 comparison between users’
samples, hence only one sample it is necessary for the system to enroll and authenticate
a user. Therefore, the decision of similarity between two users is made just by comparing
two samples (one sample from user A vs one sample from user B).

As some times the proposed SIFT matching algorithm wrongly matches features
of two different users the comparison might yield wrong result (see figure ) Thus,
to improve the authentication algorithm accuracy to measure similarity between two
users we also propose an approach based on a 4:4 sample comparison. In this case each
user needs to enroll to the system by recording 4 samples, thus the classification of the
singularity of the user is more accurate. Following this approach, when comparing two
users’ samples the similarity value is derived from the 16 similarity values. These values
are obtained after matching both users’ samples: 4 samples from user A x 4 samples
from user B.

To obtain a reliable value from this comparison of 16 similarity values we apply the
majority voting rule approach explained in section In this work we evaluate this
rule performance using two different statistical metrics: mean (see equation and
median. In the final evaluation we discuss which of these metrics performed best when
used as similarity value.

With the similarity value between two users obtained using: a) 1:1 comparison, or
b) 4:4 comparison with majority voting, the decision of authentication have to be done.
Using the similarity value we propose to build a threshold 7 decision model. With this
model’s threshold we perform the final authentication decision by comparing it with the
similarity value between two users: if the similarity value is higher than the threshold 7
we say that both users are the same, if not we say that they are different users.

To build the decision model, we first applied the algorithm to our dataset to obtain
all the 1:1 and 4:4 similarity values of the 4 samples from the 30 users that we have
stored in our self-recorded dataset. Figure shows an example of a comparison
between samples of the same user. This example only shows a comparison of 6 samples
for simplicity and space reasons. Thus, this comparison results in an array of similarity
values of S =< 16,17, 33,10,9,31 >. Using the 4:4 similarity approach we perform the
majority voting rule. In this case, as only 6 comparisons are shown the final similarity
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value based on mean would be: (16+17+33+10+9+31)/6 = 19.3. By using median as
statistic metric for the same approach the similarity value would be the mean value of
< 9,10,16,17,31,33 >= 16.5. In the proposed 4:4 matching approach the comparison is
made between 16 values instead of 6. On the other hand, in the proposed 1:1 matching
approach each result S; would be enough to decide if the compared individual samples
are from the same user or not.

Figure 6.10: Count of SIFT features that matched after comparison of different samples
from the same user: (a) 16, (b) 17, (¢) 33, (d) 10, (e) 9, and (f) 31.

6.2.3 Decision Model

The final step to decide if a set of samples are from the same user or not is to build
our decision model. In this section we explain how we build and evaluate the model’s
performance.

First, before building the model the first step is to analyze the distribution of the
similarity values of our dataset users’ samples. To visualize the classification of the ob-
tained similarity values between users we used R (see ﬁgure. With this statistical
program we made a classification of our samples by dividing the ones from the same
user: true matches (P), and the ones from different users: false matches (N). With this
classification we can easily represent and observe the distribution of the similarity val-
ues. In the classification shown in figure[6.11b) we can already analyze the distribution
of the classes from the 4:4 mean authentication approach. In addition we already ob-
serve that the P and N classes are imbalanced. Because the comparison of all the users

3A an open source programming language and software environment for statistical computing and
graphics.
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against all the others there are much more similarity values in the IV class than in the
P class.

After, analyzing the distribution of samples from P and NV users, we propose to build
a threshold 7 based model. Thus, using this model the decision is made comparing the
similarity value, obtained from the matching algorithm, with a pre-calculated threshold
7. As our model is build for authentication we want to minimize the error when making
the decision. Therefore, we propose to build a threshold model based on EER (see
section . The EER threshold model, is commonly used in biometrics systems
. It predetermines the threshold value for its FAR and its FRR. Hence when the
error is the same in the P and in the N classes, the value is referred to as the EER. To
build the prosed EER threshold model first we make a partition in our dataset. These
partitions allow us to further evaluate the model’s performance. Hence, in this work we
used 50% of the data (15 users) for training the model and the remaining 50% of the
data (15 users) for testing it. As our dataset is formed with data from different users this
partition is called gallery independent || Therefore, the partition used in the training
set is used for building the model, and the partition of the testing set (composed from
new users) is used for evaluating the model.
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Figure 6.11: SIFT 4:4 mean model classified in Positives (blue) and Negatives (red)
classes. (a) Boxplot samples similarity values (SIFT Count) distribution, (b) densityplot
samples similarity values distribution.

Decision Model Training

With the training partition (see figure ), we obtain a threshold 7 when separating
the P and N classes. As mentioned, during this training the obtained 7 = 0.760 that
separates the training P and N classes is based on the model’s EER (see figure :
we thereby obtain the same separation error for the P and N class on new people.

4Training set contains data of different people than in the test set .
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Figure 6.12: Training partition Positive (blue) and Negative (red) classes distribution:
(a) distribution representation, and (b) same distribution with obtained EER thresh-

old (orange).

Decision Model Testing

After training now we evaluate the performance of our model in the testing partition
(see figure ) As both training and testing partitions are gallery independent, the
results of applying the trained model on the testing partition gives us an overview of
the performance of the trained model (see figure [6.13p).
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Figure 6.13: (a) Testing Positive (blue) and Negative (red) classes boxplot distribution,
and (b) same distribution with evaluated EER 7 = 0.760 (orange).
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Finally, we can evaluate how the trained 7 = 0.760, our model, performs on the test-
ing partition. We measure its performance by analyzing the ROC curve (see ﬁgure,
and the overall accuracy (see equation .

Using these evaluation metrics, in the next chapter we analyze and compare the dif-
ferent configurations and different models that we have built. Hence using these metrics
we finally decide which is the best authentication model for our system.
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Figure 6.14: ROC curve of 4:4 SIFT mean model.



Chapter 7

Results and Models Comparison

In this chapter we evaluate a number of differently configured versions of our model
using our self-recorded dataset. Here we summarize all the performances, and results
of these models, making a comparison between them. In addition we also compare our
models’ performance with the results of other works.

The first three models configured in our approach are based on SIFT features: SIFT,
SIFT mean, SIFT median. The first uses 1 sample for enrollment/authentication, the
others 4 samples — and either mean or median with majority voting (see figure .
For further comparison with other works , we also configured and test three more
models based on 2D cross correlation: CC, CC mean, CC median. The core difference
of these three models with our SIFT based models is that instead of using matching
SIFT features for similarity, these models use cross correlation similarity as underlying
metric. The SIFT and CC models are based on the 1:1 sample comparison, thus they
have been evaluated with only requiring one sample for enrolling and authentication.
The SIFT mean, SIFT median, CC mean, and CC median models are based on 4:4
samples comparison, hence they require 4 samples for enrolling and authentication,
using mean and median respectively as majority voting measures.

In these six different models the classification and distribution of the users similarity
values of the samples are very different. Depending on the number of samples required
for authentication and the majority voting measure used the classification varies signif-
icantly (see figure ) For the SIF'T based models the negative class vary from 0 to 2,
and the positive class from 1 to 10 approximately. Comparing these three SIF'T models
we can observe that the classification of P and N samples in the SIFT mean, and SIFT
median models is stronger than the SIFT model. The mean of the positive samples for
SIFT mean model is around 5 and the mean of the negative samples around 0. Also, in
the SIFT meadian model are around 2 and 0 respectively. If we now compare it with the
SIFT model the gap between the classes distribution is smaller and both classes mean
values are also closer. On the other hand, comparing the CC models we can observe a
similar behavior among them. In this case the distribution of samples is different than
for the SIFT models as the CC similarity values range approximately from 0 to 0.6.
However, if we observe these three models we see that also the gap between the P and
N samples for the CC mean, and CC median models is bigger than the gap between
these classes in the CC model (see also figure [7.1h).
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Figure 7.1: Performance of our approach for different configurations: (a) models’ P and
N classification distribution, and (b) models’ ROC curve representation.
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In addition to the classification distribution for our models, we compare their per-
formance using three metrics: 1) AUC, 2) Acc, and 3) EER. Comparing models by the
AUC metric, the model with the best performance is the SIFT mean model (AUC =
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0.980), followed by the CC mean (AUC = 0.950), the SIFT median, and the CC mean
(AUC = 0.890) models. In addition, we also compared the models’ Acc to measure
their performance as in (see equation [3.9)). In this case SIFT mean is the model
with the best overall accuracy performance (Acc = 0.858) followed by the CC mean
(Acc = 0.775), the CC median (Acc = 0.758), and the SIFT median (Acc = 0.742)
models. However, this metric does not state the type of error, thus it does not show if
a positive sample has been classified as negative, or vice versa. Finally, the last metric
to measure performance used in this work is the EER. This measure shows which error
does the separation of classes introduce to the model (resulting the same error in both
classes). The model with less EER is also SIFT mean (EER = 0.072), followed as well
for the CC mean (EER = 0.142), the SIFT median (EER = 0.153), and the CC median
(EER = 0.175) models.

By doing this comparison we can see that the models using four samples for enroll-
ment and authentication perform much better than the ones that only use one sample
for it (SIFT and CC models). These two models have a significantly lower performance
in all the stated metrics. The main reason of this lower performance is because these
only use one sample for enrollment, hence there is a higher probability of wrong classi-
fication thus having a false match. Moreover, as the other models use four samples the
users are identified and classified by their vein patterns’ characteristics in much more
detail. This performances comparisons can be also observed by plotting the models’
ROC curves (see figure [7.1p).

Leaving appart the two models (SIFT and CC) with the lowest performance, between
the other four ones we can determine that the model with better performance is the SIFT
mean model. First, compared to SIFT median model we can observe that the resulting
classes distribution is better for the mean model, being the mean of the P class much
higher (around 5) than for the median model (around 2), with both N classes around
0. As both models use the same matching principle (SIFT) the only difference we can
remark and assign the importance of making the model better or worse is the metric used
for majority voting. In this case we can say that mean metric, makes a better average
of the similarity value of the samples than the median. In addition, if we now look the
CC mean, and CC median models we can also conclude that for the same reasons CC
mean performs better than CC median. Thus between the mean and median metrics we
can already state that the models using mean as majority voting rule perform better.

Further we can now compare the performance of the both matching algorithms SIFT
and CC. Looking to the performance results of the two best models we can observe that
the CC mean model has a lower performance than the SIFT mean. In this case the
difference between these models is the matching algorithm used. Therefore with the
evaluation on the self-recorded dataset matching the samples’ features with the the
SIFT algorithm is a better solution than matching the samples’ binary vein patterns
using the CC algorithm. One drawback of using CC algorithm is that the pattern of
the used binary images is quite simple. Thus two different vein patterns can result in a
high correlation coefficient even though being different samples. In addition, the SIFT
algorithm is more powerful as detects key points of the pattern to represent the images
more uniquely. Also, the proposed SIFT algorithm has the intention of being invariant
to rotation and scale invariance. However, as mentioned before, we can not guarantee
the totality of rotation and scale invariance as sometimes (as we can see in the model’s
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performance) false matches happen. Nonetheless, compared to the implemented CC
method, the SIFT model is more sensible to the scaling and rotation variations which
in the case of the CC algorithm are not considered at all.

After the comparison of the performance our approaches we further compare these
models with other approaches. Therefore we look into detail the results from previous
and related approaches which used different datasets and setups for the evaluation of
wrist vein authentication models (see table[7.1).

In after comparing nine different approaches the authors claim that the Log-
Gabor and Sparse Representation Classifier (LG-SRC) is the one with the best per-
formance resulting an EER = 0.0163. Moreover, in using 2D CC they obtain a
performance of EER = 0.038. The difference of the lower performance of our approach
compared to those may be caused by a number of reasons. One difference is that the
other approaches use a closed physical structure. Thus as our approach does not use
this closed structure we can not prevent ambient illumination of non-NIR light sources.
Further we only use 4 vein pattern samples for enrollment and authentication. The
compared works use 5 and 12 samples for enrollment and authentication respectively.

Table 7.1: Performance or our approach and related work including the decision threshold
7 used with the EER.

Model AUC | Acc | EER T
SIFT Mean 0.980 [ 0.858 | 0.072 | 0.760
SIFT Median 0.890 [ 0.742 | 0.153 | 0.010
SIFT 0.705 [ 0.636 | 0.319 | 0.010
CC Mean 0.950 | 0.775 | 0.142 | 0.100
CC Median 0.890 | 0.758 | 0.175 | 0.100
CC 0.710 [ 0.631 | 0.292 | 0.100
LG-SRC [47] - -1 0.016
Multiscale Match Filter [47] - - 10134
2D Cross Correlation ﬂ27 - -1 0.038




Chapter 8

Implementation

In this chapter we explain the final system implementation. The main idea of it is to
automate all the steps involved in the proposed wrist vein authentication system (see
figure Thereby we explain in detail the software used to automate the steps for
image capturing, system enrolling and authentication. Moreover we present the final
version of the sensor used to capture the wrist vein images and how we store and label
them into the system’s database. Finally we state the libraries and software used to
automate the decision block. In the explained implementation we have automated the
decision model that resulted in a better performance: SIFT mean.

To achieve all the automation of the authentication steps we built a desktop appli-
cation WristAuthentication. It consist on a tool that provides the user an intuitive user
interface to enroll and authenticate to the system.

’ Image Capturing

o ’FM—@

Image Capturing

]d|_\ Authentication | ’ Decision

Figure 8.1: Summary of the authentication system’s automated blocks.
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8.1 WristAuthentication Application

WrristAuthentication application is a JAVA desktop application to automates all the
steps of a wrist vein authentication system using the presented capturing prototype,
and SIFT mean decision model.

The goal of the application is to test the entire system’s performance and usabil-
ity in a mobile environment. The user interface of the WristAuthentication application
has two modes: 1) enrollment, and 2) authentication (see figure [8.2h). When enrolling
the user has to indicate a reference name, and capture four samples of the wrist (see
figure ) These four captured samples are stored and labeled following this rule:
W_0001_R_S1_Nri, where 0001 indicates the enrolled user, and i € [1,...,4] the num-
ber of the recorded sample.

After the enrollment process the user can authenticate. For that it is also requested
to capture four wrist samples. Likewise, these samples are also stored and labeled fol-
lowing the same rule as when enrolling: W_0002_R_ S1_Nri, being 0002 the label for
the authenticated user. When these four samples are captured and stored the system
performs the matching algorithm. The authentication decision is made with the imple-
mented SIFT mean model with 7 = 0.760. Thus, after authentication the user interface
shows if the process resulted as a valid authentication (see figure ), or invalid au-
thentication (see figure ) In both cases, the user interface also shows the SIFT
mean similarity value resulted between both users.



8. Implementation 61

(£ wristAuthentication - o X &) WristAuthentication - o X

setectan tn: [ s Juserrame: o |

Enroll Authenticate s Coptumy

T [— i

Enroll Authenticate Enroll Authenticate

() (d)

Figure 8.2: WristAuthentication app: (a) main dashboard, (b) enrollment dashboard,
(c) good authentication, and (d) invalid authentication.

The WristAuthentication application has been built to test the compatibility of the
proposed system with an Android mobile device. Thus, the software has been built
using JAVA and two libraries: the Imagining Book common-1.0 , and the OpenCV
3.2 libraries, both also compatible for Android. Moreover, to better simulate the
mobile environment we also adjusted the capturing prototype used to record the dataset
(see figure . In this proposed version we present a sensor with total mobility of the
camera. Hence we removed the structure that was holding the camera elements. Despite
removing the holding structure we maintained the same distances and positions of the
sensor’s elements (see figure .

'Open source library for computer vision and machine learning software, compatible for JAVA, and
Android.
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Figure 8.3: wristAuthentication app final capturing prototype.

With the proposed sensor and the software application we measured the entire sys-
tem’s time, and memory consumption when performing authentication. Therefore all
these system’s performances were tested under the following environment:

o Computer specifications:

Model: Laptop Alienware M11x.

Operating system: Windows 10 Home.
Memory: 4 GB (RAM).

Processor: Intel core i5-2467M at 1.60 GHz.

o Recording sensor: second prototype, without fixed structure (see figure .

e Recording conditions: indoor with external light influence.

o Participant’s physical characteristics: white skin.

o Participant’s physical status: rested.

With this testing environment we completed 10 authentication tests. We recorded sam-
ples from two users completely new for the system (see table . Then, we measured
the time consumption and memory usage of the overall authentication process: arm
positioning, images capturing, images preprocessing, and final authentication. The final
results show that the system requires an average of 17.994s and consumes 19.935 MB
of CPU memory for authentication. Moreover, the experiment resulted in an accuracy
of 90%. After the tests, 9 out of the 10 experiments produced a correct authentication
result. Only 1 of these 10 experiments resulted in a false negative, hence the user was
wrongly rejected for the authentication system.
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Table 8.1: System’s authentication tests results: time and memory usage.

#Experiment T TP | TN | FP | FN | Time [s] | Memory [MB]
1 3.063 | Y 16.020 24.435

2 737 | Y 14.013 16.120

3 23751 Y 17.277 11.681

4 0.750 Y 19.053 18.613

5 2.063 | Y 20.069 19.304

6 0.250 Y 19.625 16.343

7 0.312 Y 18.228 23.506

8 0.000 Y 17.889 19.744

9 0.438 Y 17.955 25.668

10 0.500 Y 19.815 23.938
Average 17.994 19.935

8.2 Summary

In this chapter we presented the specifications of the developed desktop software appli-
cation to automate the presented authentication algorithm. Using this application and
the proposed capturing sensor we tested the usability of the entire authentication sys-
tem on new users. The system has been totally automated, only requiring the users to
position their wrists inside the field of view of the camera, decide between two modes:
enrollment or authentication, and finally capture four images. The final results show
that the proposed SIFT matching algorithm is quite slow when performing authen-
tication. The entire authentication process takes an average of 18s when performing
authentication. The part that takes more time is the SIFT matching algorithm as the
system has to compare 16 images when authenticating two users. This slowness can
be a drawback for usability when speed is a requirement of the authentication system.
One alternative to improve the system’s speed could be the use of SURF features as
matching algorithm instead of SIFT features. However, using these features can result
in a worst authentication performance . On the other hand, we also measured the
performance of the application’s memory consumption. In this case, when authenticat-
ing a user the application consumed an average of 20 MB. This rate of consumption can
be supported for most of the new Android mobile devices, which currently have around
2 GB of memory. In addition most of the mobile applications already consume up to
400 MB of memory in a normal usage (see figure .



8. Implementation

¥4 w136

App usage Q

3 hours

Android 0S 479 MB

Facebook 304 MB

Google Play services 150 MB

Instagram 114 MB
®
¢

Chrome 112 MB

Android system 110 MB

o System UI 107 MB

Figure 8.4: Average of memory consumption of Android applications during 3 h. Device
model: OnePlus One. Android version: 6.0.1. RAM memory: 3 GB.



Chapter 9

Conclusion

Modern mobile devices store private information which has to be secured. Many authen-
tication mechanisms rely on users to generate and remember an authentication secret.
Users do not want to remember difficult or multiple secrets for different authentica-
tion systems. Thus, in many cases the security of the system is compromised due to
usability of these mechanisms. Biometrics are promising security mechanisms because
users do not have to remember their secret and its complexity relies on the biometric
pattern, hence users cannot choose weak ones. Wrist vein authentication is promising
for multiple fields of authentication applications, including mobile environments. In the
future wrist vein authentication could be included in e.g. smart watches and wristbands
and combined with other unobtrusive authentication approaches to obtain strong yet
user friendly mobile authentication. Moreover, wrist vein authentication can be part
of a multi-modal authentication system. Thus, by combining multiple authentication
approaches the system can lead to a strong and reliable security mechanism.

In this thesis we present an authentication system for mobile devices. The proposed
system uses wrist veins hidden under the skin, with the pattern only visible with a
special sensor. Hence, it increases the system’s security as without the special sensor
the secret is hard to reveal. Moreover, as the secret is hidden and attached to the human
body, users do not have to remember it. Therefore it speeds up and eases the way users
authenticate to the system.

To achieve that, we propose a wrist vein authentication system based on a low cost
capturing device which can be adapted to suit mobile environments. The proposed au-
thentication system consists of a low cost capturing sensor to capture wrist veins and
a decision algorithm for authentication. The presented capturing sensor has been built
after testing two prototypes both using NIR illumination and an IR filter modified cam-
era. The first prototype did not capture veins properly because of poor illumination
conditions and a wrong selection of the camera filter’s bandwidth (740 nm). In the sec-
ond and final prototype, we improved the sensor’s illumination by adding an array of
24 NIR LEDs. Also, we used a low cost CCD camera with a filter with a higher IR
cutoff (880 nm). However, with this sensor the captured images result in low quality
resolution. Thus, we propose a preprocessing methodology to improve the obtainment
of the vein patterns and to reduce the images’ noise. To properly enhance and segment
the veins of these images, we adapted several preprocessing methodologies used in re-
search works. Therefore, among others, we used noise reduction filters and local mean
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thresholding techniques to properly segment the vein patterns. With the obtained vein
pattern we then propose a matching algorithm based on SIFT features. This algorithm
uses local scale invariant features to represent and match multiple patterns. However,
the presented SIFT algorithm does not guarantee invariance to rotation, as under this
variation some features can result in a wrong match. To improve this lack of invariance
we propose to add another step when matching SIFT features. The proposed algorithm
is based on the Euclidean distance between two matched features. Hence, these features
are considered as a good match if their Euclidean distance is the minimum between all
the other features. Finally, the similarity value between two vein images is obtained by
counting the number of SIFT features that matched.

To properly evaluate the authentication system, we captured a self-recorded wrist
vein dataset. Using the second prototype we captured 4 vein images of the right wrist of
30 participants, resulting in a dataset of 120 images. The recording was done in indoor
conditions, with influence of external light. To facilitate the recording the capturing
prototype was mounted in an open structure, simulating a mobile environment. Also,
all the participants had white skin color and were rested.

Using the self-recorded dataset we then evaluated and compared six different models
based on two different matching algorithms: the proposed SIFT algorithm, and the
CC algorithm. For each model we configured three different approaches: using one, or
four samples for enrolling and authentication, and mean or median as majority voting
metrics. All these six models were evaluated using a threshold EER decision model.
For each algorithm we trained and tested it basing on the data’s gallery independence
property. Thus, each model was first trained using 50% of the participants and then
tested using the remaining 50%. The results after testing these six models show that
the model using SIFT authentication, four vein images for enrollment and authentication
and mean as majority voting metric (SIFT mean) is the one with more promising results
(EER=0.072). Further, with the obtained results we can also conclude the models using
four samples for authentication and enrolling have a better performance than the ones
only using one sample. The models that use four samples can perform a more accurate
classification of the users. Therefore, the final error when authentication is lower than
the models using only one sample for the classification of the users.

In addition, we make a comparison of our approach to existing similar research works
for vein authentication. The results show that our approach performs slightly worse than
the compared ones. However, the other approaches work in different conditions than the
ones in this work e.g, without external light influence, and using fixed structures, which
ease the capturing of the vein images. We did not find any authentication system working
in the same mobile conditions than us, thus it is difficult to compare the performance
with others.

Regarding the SIFT and CC evaluated algorithms there is still room to improve.
For both algorithms we can not guarantee invariance to rotation. Despite that the
proposed SIFT algorithm considers features orientations when matching, we can not
assure the totality of invariance to rotation. Sometimes wrong features match because
of their high similarity. To improve the SIFT matching algorithm and reduce these wrong
matches we propose another step based on the minimum Euclidean distance between
features. Hence, if two features from different images match and the distance of their
position inside the images is not the minimum one we can discard them. Nonetheless,
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this Euclidean distance algorithm does not overcome the entire algorithm’s variance to
rotation.

On the other hand, the evaluated CC algorithm does not perform any step to over-
come the rotation or scaling changes of the images. In this case, an alternative to
improve the rotation invariance would be to (de)rotate the images. However this step
is computationally very expensive.

Finally, using the proposed sensor to capture wrist veins, and SIFT authentication
algorithm we built a software application to automatize all the capturing and authenti-
cation steps. Hence, we evaluate the performance and likelihood of the system working
on an Android mobile device. The software is built on a laptop computer using JAVA
and existing libraries compatible for both JAVA and Android environments. Also, we
test the time and memory usage of the entire system. The results after this test show
that the system requires an average of 18s and uses an average of 20 MB for the au-
thentication process. From these results we can conclude that the memory usage for
the proposed system is valid to work in the Android mobile environment. Most of the
Android modern mobile devices have at least 2 GB of memory. Besides, the slowness of
the authentication system can be a drawback for systems that require speed authen-
tication. After the time consumption experiments we observed that SIFT features are
relatively slow for authentication. In addition, requiring four samples for enrolling and
authentication makes the entire process time increase. The presented authentication
system has to match and make a decision between 16 images.

Taking into consideration the slowness of the entire system a future step would be
to increase the speed of the authentication algorithm. For this work speed was not in
the initial scope, however we already presented a faster matching algorithms: SURF fea-
tures. The matching for SURF features have been proved to be faster, but less powerful
than the algorithm for SIFT features. Thus, an evaluation of this algorithm time and
matching performance with the self-recorded dataset can be addressed in the future.
Moreover, one point left open is the assurance of the totally invariance to rotation of
the matching algorithm. Therefore, future research need to comprehensively evaluate
the performance of approach under multiple rotation changes. Then different alterna-
tives such as images (de)rotation, non-rigid matching algorithms —besides others— can
be proposed and evaluated in the future. Likewise, future work will have to consider to
reduce the number of samples required when enrolling or authenticating. The results
show that using the proposed algorithm the use of only one sample for enrolling and
authentication is not enough (EER= 0.319).

Further, one additional step to improve the system would be an evaluation of the
matching algorithm under different lighting conditions. By now, the system has been
evaluated indoors with the influence of external light and a capturing sensor with NIR
illumination at 880nm. Observing the related research works there are multiple so-
lutions working at different NIR frequencies to capture veins (see table . In this
work we implemented two different capturing sensors prototypes working at 740 nm
and 880nm resulting the vein images captured with the second one better than the
ones recorded with the first one. Therefore, in the future one task can be the research
and testing of the best NIR frequency to capture veins. Additionally, another challenge
linked to the sensor’s illumination would be evaluating the system under different hu-
man body conditions. Using the proposed sensor’s illumination the surface-veins are
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properly highlighted, although the deeper veins result difficult to be obtained. Thus,
the light penetration in different skin tissues can be an open point to be considered in
future work. Moreover, future research can investigate how veins behavior before and
after doing sports. Hence, evaluate if this fact can compromise the final authentication
decision. Also, all the participants recorded in the presented dataset have white skin
color. So, one point left open in this work is to study the influence of the skin color
when capturing veins using NIR light.

By now, our wrist vein capturing application does not detect if the recorded vein
pattern is truly from the wrist. So the users can challenge the system by authenticating
using p.e, the hand, or the finger veins. To improve the system’s security and accuracy,
a future work would be the detection of the human body part, in this case the wrist,
before capturing any image for enrolling and authenticating.

The last point left open in this work is the development of the final Android mobile
application. The presented software application has been theoretically demonstrated
that can potentially work in an Android device. Also, all the resources used in the
developed JAVA application, such as the libraries, are compatible with Android. Thus,
in the future a mobile application will have to be developed and properly tested in an
Android mobile device.
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